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MASTERING NMAP

A PRACTICAL GUIDETO
NETWORK DISCOVERY AND SECURITY

About this Guide

This compact guide is designed to equip both beginners and seasoned cybersecurity professionals with

the practical knowledge and skills to confidently use Nmap. From the fundamentals to advanced

scanning techniques, you'll find everything you need to harness the full power of Nmap as a network

discovery and security tool.

Whether you’re mapping your network, performing vulnerability assessments, or learning how to

bypass common obstacles, Mastering Nmap delivers actionable insights that make it a must-have

resource for any cybersecurity toolkit.

What You’ll Learn:

Foundational Concepts — Grasp the basics of Nmap, including why it’s an indispensable

tool for network security.

Practical Demonstrations — Dive into hands-on examples and command structures,

complete with descriptions and use cases.

Advanced Techniques — Explore Nmap’s extensions, such as the Nmap Scripting Engine

(NSE) and other powerful features.

Troubleshooting Tips — Find solutions to common challenges and maximize your scanning

efficiency.
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1. Introduction to Nmap
1.1. What is Nmap?

Nmap, short for "Network Mapper," is an open-source network discovery and security auditing tool
created by Gordon Lyon (also known as Fyodor) in 1997. It has grown to become one of the most
popular tools in cybersecurity, renowned for its versatility and robustness in network exploration.
Nmap is used primarily to discover hosts and services on a computer network, thereby creating a
"map" of the network. It does this by sending packets and analyzing responses, allowing users to
identify open ports, services, and the operating systems running on networked devices.

1.2. History and Development

Nmap began as a small project focused on basic network scanning, but over the years, it has evolved
into a sophisticated tool with numerous advanced features, largely due to contributions from the open-
source community. Released under the GNU General Public License, Nmap remains free and
accessible to all, making it a cornerstone tool for professionals in IT and cybersecurity. Today, Nmap
supports a variety of scanning techniques and integrates with scripting languages to enable extensive
customization, solidifying its place as an essential tool for network administrators, penetration testers,
and security analysts worldwide.

1.3. Importance in Cybersecurity

In the realm of cybersecurity, network visibility is crucial. Nmap offers unparalleled insights into
network configurations, potential vulnerabilities, and active services, empowering users to secure
their digital environments effectively. Nmap is particularly valuable in penetration testing and
vulnerability assessments, as it helps identify potential points of entry in a network. Its ability to scan
and detect devices in any network environment — from small offices to large data centers — makes it a
fundamental tool for cyber defense.

2. Understanding Namp

2.1. Key Characteristics of Nmap

Nmap is lauded for its flexibility, efficiency, and wide-ranging capabilities, which enable users to
adapt it for various network security and management tasks. Below are some of its primary features
and advantages:

e Port Scanning Capabilities: Nmap’s port scanning is one of its core functions, allowing
users to identify which ports on a device are open or closed. By determining the status of
these ports, users can detect potential entry points for attackers. Nmap supports several types
of port scans, including TCP SYN scan (default), TCP Connect scan, and UDP scan, each
suited for different scenarios and network environments.

e Operating System Detection: Known as "OS Fingerprinting," Nmap can detect the operating
systems running on a device by analyzing response patterns. This feature is critical for
penetration testers who need to understand the nature of their target devices. It can identify a
range of operating systems, including Windows, Linux, macOS, and others, along with some
version-specific details.
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e Version Detection: In addition to identifying open ports, Nmap can also determine the
versions of services running on these ports (e.g., Apache 2.4.6 on port 80). This version
detection feature provides a more detailed understanding of the environment, which is useful
for vulnerability assessments and confirming compliance with security standards.

e Nmap Scripting Engine (NSE): The Nmap Scripting Engine is a powerful extension that
allows users to automate a variety of tasks. NSE scripts can perform advanced scans like
vulnerability detection, exploitation, and service identification. With hundreds of community-
contributed scripts available, users can customize scans to meet specific security needs or
even write their own scripts to extend Nmap's functionality further.

e Host Discovery and Network Mapping: Nmap can quickly scan entire subnets to discover
live hosts and map the network structure. This feature is valuable for administrators who need
to monitor network health, detect unauthorized devices, or conduct regular network audits.

2.2, Benefits of Using Nmap

e Comprehensive Network Mapping: Nmap provides a clear and comprehensive view of a
network’s structure, helping administrators visualize their network topology, understand
traffic flow, and locate any unknown devices or misconfigurations. This mapping capability is
essential for effective network management, ensuring visibility and enabling proactive
defense.

e Flexibility and Customization: Nmap’s flexibility makes it adaptable to a wide range of
network types and security requirements. Users can adjust scan techniques, performance
parameters, and scanning intensity based on their specific needs. Advanced users can also
leverage NSE to tailor scans to specific scenarios, providing an unparalleled level of
customization.

e Open-Source and Community-Driven: As an open-source tool, Nmap is continuously
enhanced and refined by a large community of cybersecurity professionals, researchers, and
enthusiasts. This constant improvement process ensures that Nmap remains up-to-date with
emerging cybersecurity challenges and technologies. The open-source nature also allows
users to examine and modify Nmap's code, making it more transparent and trustworthy.

o (Cost-Effectiveness: Nmap is free to use, making it accessible to organizations of all sizes,
from small businesses to large enterprises. Its powerful features often rival those of
commercial scanning tools, making it an ideal choice for organizations that require robust
network scanning without the associated licensing costs.

e Extensive Support and Documentation: Nmap has extensive documentation, including a
comprehensive reference guide and an active user community, making it approachable for
beginners while remaining invaluable for experts. There are numerous resources available to
help users maximize Nmap’s capabilities, including online tutorials, forums, and books
dedicated to Nmap’s use in cybersecurity.

2.3. Limitations of Nmap

Although highly versatile, Nmap has a few limitations. Understanding these limitations helps users
apply the tool effectively and avoid over-reliance:
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e Detection Evasion Challenges: Some sophisticated firewalls and intrusion
detection/prevention systems can detect and block Nmap scans. While Nmap offers options to
improve stealth, it may not always bypass advanced security systems.

e Stealth vs. Speed Trade-offs: Nmap scans can be configured to prioritize stealth over speed
(and vice versa), but this comes with trade-offs. High-speed scans are more likely to be
detected, while stealthier scans can take significantly longer to complete. Choosing the right
balance is important for effective network assessments.

e Potential Legal and Ethical Implications: Unauthorized scanning of networks or devices
may be illegal or considered unethical. It’s crucial for users to obtain permission before
scanning any networks that they do not own or operate. Failing to follow proper authorization
procedures can lead to legal consequences and ethical violations.

e Limitations in Detecting Encrypted or Obfuscated Services: Nmap's ability to detect
services can be limited when dealing with encrypted or obfuscated services, as it relies on
standard protocol responses to identify applications. This limitation can make it challenging
to scan highly secured networks where services are configured to evade detection.

3. Getting Started with Nmap
3.1. System Requirements and Supported Operating Systems

Nmap is a versatile tool that runs on most major operating systems, making it accessible to a wide
audience of cybersecurity professionals and enthusiasts. It supports:

e Windows (10 and later versions)

e Linux (most distributions, including Ubuntu, Debian, CentOS)
e macOS (10.13 or newer)

e BSD (FreeBSD, OpenBSD, NetBSD)

The tool is optimized for lightweight performance, so it can run on most systems without significant
hardware requirements. However, for large-scale network scans, a system with sufficient processing
power and memory is recommended to manage scan speed and efficiency effectively.

3.2. Installing Nmap

The installation process for Nmap varies depending on the operating system. Here’s a quick guide for
installing Nmap on popular platforms:

e Installing on Windows

1. Go to the Nmap official website ( https:/nmap.org/ )and download the latest
Windows installer.

2. Run the installer as an administrator.
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3. During installation, you can choose to install the GUI version, Zenmap, which
provides a graphical interface.

4. Once installed, open the command prompt and type nmap to verify the installation.
e Installing on Linux (Debian/Ubuntu)
1. Open a terminal window.
2. Run the command:
sudo apt-get update && sudo apt-get install nmap
3. After installation, type nmap in the terminal to check if it’s working correctly.
e Installing on macOS
1. If you have Homebrew installed, simply open the terminal and run:
brew install nmap

2. If Homebrew is not installed, you can manually download and install Nmap from the official
website.

e Using the Source Code (for custom installations)

Advanced users who want full control over the installation process or need to install on a
unique platform can download the Nmap source code from the official website. Follow the
included instructions for compiling and installing it.

3.3. Nmap Command Structure and Basic Syntax

Nmap’s command structure is simple yet powerful. The basic syntax of an Nmap command is as
follows:

nmap [options] [target]

e options: These are switches or parameters that modify the scan type, timing, and output.

e target: This is the IP address or hostname of the device or network you wish to scan.
Below are a few basic examples:

Basic Ping Scan

nmap -sn 192.168.1.0/24

This command performs a simple ping scan to check which hosts are up in the specified subnet
(192.168.1.0/24).

Port Scan

nmap -p 80,443 192.168.1.10

This command scans ports 80 and 443 on the target IP address 192.168.1.10.
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Service Version Detection

nmap -sV 192.168.1.10

This command scans the target for open ports and attempts to identify the versions of the services
running on those ports.

Operating System Detection
nmap -0 192.168.1.10
This command attempts to detect the operating system running on the target.

3.4. Performing a Basic Scan
Let’s walk through a simple, practical example of using Nmap to scan a target network.

1. Choose a Target: Identify the IP range or specific IP address to scan. This could be a single
device (e.g., 192.168.1.10), arange (e.g., 192.168.1.1-50), or an entire subnet (e.g.,
192.168.1.0/24).

2. Select a Scan Type: Decide what kind of information you want to gather. Here are some
commonly used scan types:

o Ping Scan (-sn): Quickly discovers hosts that are up without scanning ports.

o TCP Connect Scan (-sT): Connects to each open port, ideal for discovering
services.

o SYN Scan (-sS): Sends SYN packets, often faster and stealthier than a full TCP
Connect scan.

3. Run the Scan: Enter your command and press Enter. For example:
nmap -sT -p 22,80,443 192.168.1.10

This command performs a TCP Connect scan on ports 22 (SSH), 80 (HTTP), and 443 (HTTPS) on the
target [P 192.168.1.10.

4. Review the Output: Once the scan is complete, review the results. Nmap provides details on
each scanned port, including whether it is open, closed, or filtered, and any available service
information.

3.5. Practical Examples of Common Nmap Scans

Nmap provides numerous scanning options that can be customized to suit specific use cases. Here are
some practical examples:

Network Sweep:

nmap -sn 192.168.1.0/24
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This command checks which devices are active in the network. It’s useful for identifying all
connected hosts without scanning individual ports.

Service Detection and OS Detection on a Subnet:

nmap -sV -0 192.168.1.0/24
This scan detects the services and operating systems for each device in the 192.168.1.0/24 subnet.
Aggressive Scan:

nmap -A 192.168.1.10

This command performs an aggressive scan, combining OS detection, version detection, script
scanning, and traceroute. It is thorough but can be easily detected by security tools.

TCP SYN Scan with Output to a File:
nmap -sS -oN scan results.txt 192.168.1.10
This performs a SYN scan and saves the output to a text file (scan_results.txt) for later review.

3.6. Understanding Nmap Output

Nmap’s output can look overwhelming at first, but understanding its structure helps make sense of the
scan results:

e Host Status: Indicates whether the target host is "up" or "down."

e Port Information: Lists each scanned port along with its status (open, closed, or filtered) and
the detected service name (e.g., HTTP, SSH).

e Service and Version Information: If version detection is enabled, Nmap provides details
about the software running on each open port.

e Operating System Details: For OS detection scans, Nmap outputs the probable operating
system, version, and sometimes the device type.

3.7. Key Factors for effectively using Nmap
When using Nmap, it’s essential to consider the following:

e Permissions: Only scan networks and devices you have explicit permission to scan.
Unauthorized scans may violate legal and ethical guidelines.

e Timing: Nmap offers timing options from —-TO (slowest) to -T5 (fastest). Faster scans are
more likely to be detected, while slower scans are less noticeable but take more time.

e Stealth: Certain scan types (e.g., SYN scan) are less detectable than others. If you’re
conducting a stealth assessment, consider using options that reduce the chance of detection.

e Output Options: Save your results with the —oN or —oX options (normal or XML formats) to
facilitate review and documentation.
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4. Advanced Features and Extensions

Nmap offers an array of advanced features and extensions that go beyond basic scanning, allowing
users to perform in-depth analysis and address a wider variety of network reconnaissance and
vulnerability assessment needs. These features can help enhance the accuracy of scans, automate
processes, and enable highly customized scans for different network architectures.

4.1. Nmap Scripting Engine (NSE)

The Nmap Scripting Engine is one of the most powerful components of Nmap, allowing users to
automate tasks and perform advanced operations through scripts. NSE scripts extend Nmap’s
functionality far beyond standard port scanning, enabling vulnerability detection, network discovery,
and more.

Categories of NSE Scripts: NSE scripts are categorized based on their functions, including:
o Discovery: Identify hosts, open ports, and network services.

o Vulnerability: Check for common vulnerabilities, such as CVEs, misconfigurations, and
weak encryption.

o Auth: Test authentication mechanisms and protocols for weak credentials.

o Brute-force: Perform brute-force attacks on services to test for weak passwords.
o Exploit: Attempt specific exploits against known vulnerabilities.

o Intrusive: Conduct scans that are more aggressive and may disrupt systems.

Using NSE Scripts: Scripts can be executed using the ——script flag, specifying either individual
scripts or categories:

nmap —--script vuln 192.168.1.1
Alternatively, users can specify individual scripts or custom script files:

nmap --script=http-title 192.168.1.1

Updating NSE Scripts: NSE scripts are continually updated by the community and Nmap
developers. Users can download new scripts from the Nmap Script Repository and keep their script
library up-to-date to detect the latest vulnerabilities.

4.2. 0OS Detection

Nmap’s OS detection feature attempts to identify the operating system of a target by analyzing
responses to crafted network packets. This feature helps security professionals understand the network
landscape and potential vulnerabilities tied to specific OS versions.

Basic Usage: OS detection is performed using the -0 option:

nmap -0 192.168.1.1

By Noman Raheem 7



Mastering Nmap A Practical Guide to Network Discovery and Security

Limitations and Considerations: OS detection works best on devices with open ports, as responses
from closed ports are often insufficient for OS fingerprinting. Additionally, firewalls and intrusion
detection systems can sometimes interfere with accurate OS detection.

Service and Version Detection: The —sV option provides detailed service version information for
each open port, allowing more precise vulnerability analysis:

nmap -sV 192.168.1.1
Combining -0 and -sV offers a fuller picture of the system’s OS and running services:
nmap -0 -sV 192.168.1.1

4.3. Timing and Performance Options

Nmap’s timing and performance features allow users to customize the speed of scans based on
network conditions, providing flexibility in balancing scan speed and impact on network resources.

Timing Templates: Nmap includes six timing templates, from -TO (slowest) to —T5 (fastest), to
adjust scan intensity. Slower options are ideal for sensitive networks, while faster options are suitable
for controlled or testing environments.

nmap -T4 192.168.1.1

Individual Timing Adjustments: Users can also adjust individual timing parameters, such as packet
send delay or scan timeout, for finer control:

nmap —--host-timeout 5m 192.168.1.1
4.4. Output and Reporting Options

Nmap provides multiple output options to facilitate detailed analysis and reporting. Output can be
saved in formats like plain text, XML, and Grepable for easy parsing and integration with other tools.

Basic Output Options:
Normal Output: —oN writes scan results to a normal text file.
nmap -oN output.txt 192.168.1.1

XML Output: —oX generates XML output, ideal for integration with other systems or for automated
parsing.

nmap -oX output.xml 192.168.1.1
Grepable Output: —oG produces output in a grep-friendly format, enabling quick filtering.
nmap -oG output.grep 192.168.1.1

All Formats at Once: The -oA flag can save results in all available formats, which is helpful for
comprehensive record-keeping.

nmap -oA all formats output 192.168.1.1
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4.5. Firewall and IDS Evasion Techniques

To avoid detection by firewalls or intrusion detection systems, Nmap offers several evasion
techniques that modify the scan structure to bypass defenses.

Fragmentation (-£): Breaks down packets into smaller fragments, which may evade some firewalls
that only analyze entire packets.

nmap -f 192.168.1.1

Spoofing and Decoys (-D): Uses decoy addresses to obscure the true source of the scan, which may
confuse IDS and firewall logs.

nmap -D RND:10 192.168.1.1

Custom Packet Options: Alter TCP flags, IP headers, or packet TTL to evade firewall rules.

nmap —-ttl 10 192.168.1.1
4.6. Nping: Network Packet Generation Tool

Nping is an additional tool in the Nmap suite that allows users to generate and send customized
packets. It can be used to test firewall configurations, simulate traffic patterns, and conduct latency
analysis.

Basic Usage: Nping can generate packets for various protocols (TCP, UDP, ICMP) and simulate
network traffic.

nping —--tcp -p 80 192.168.1.1

Advanced Packet Customization: Allows users to set specific packet parameters, such as flags,
TTL, and payload content, for detailed network testing.

nping --tcp --flags SYN --ttl 64 --data-string "Test Packet" 192.168.1.1

4.7.Zenmap: GUI for Nmap

Zenmap is the official graphical user interface (GUI) for Nmap, making it more accessible to users
who prefer visual tools. Zenmap allows users to visualize scan results, save profiles, and explore scan
history.

Ease of Use: Zenmap is suitable for beginners and offers pre-configured profiles for common scan
types, such as intense, quick, and ping scans.

Visualization Features: Provides visual representation of network topologies, allowing users to see
connections and open ports more intuitively.

Cross-Platform Compatibility: Zenmap is available on Windows, Linux, and macOS, making it
versatile for users across different operating systems.
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4.8. Ncat: A Versatile Network Utility

Ncat is an advanced network utility bundled with Nmap that supports data transfer, redirection, and
debugging. It is often used for secure communication between systems.

Secure Communication: Ncat can encrypt connections using SSL/TLS, making it suitable for secure
data transfer.

ncat —--ssl 192.168.1.1 443

Port Forwarding and Relays: Ncat can forward ports, relay traffic, and even act as a simple server
for testing purposes.

ncat -1 8080 —--sh-exec "echo 'Hello World'"
4.9. Lua Scripting for Customization

The NSE is built on Lua, a lightweight scripting language that allows users to write custom scripts for
specialized tasks.

Custom Script Development: Lua allows users to create scripts that match specific requirements,
such as scanning custom protocols, or adding logic to handle unique network configurations.

Open Source Community: Nmap’s open-source nature means users can share and collaborate on
custom scripts, continuously expanding the tool’s capabilities.

5. Key Considerations When Using Nmap

When working with Nmap, several key considerations can help ensure its effective and responsible
use. These factors include understanding ethical implications, legal guidelines, network impact, and
potential limitations.

5.1. Legal and Ethical Implications

Nmap is a powerful tool that can probe network defenses, so it’s essential to understand the legal and
ethical boundaries involved.

e Permission Requirement: Scanning networks without proper authorization can be illegal and
unethical. Always obtain permission before conducting any scans on networks or devices you
don’t own or control.

e Compliance with Local Laws: Different countries have varying laws around port scanning
and network probing. Research and comply with the laws in your region to avoid potential
legal issues.

e Ethical Scanning: Ethical scanning focuses on using Nmap responsibly, without malicious
intent, and ensuring that security scans do not interfere with others' privacy or system
integrity.
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5.2. Network Impact and Performance

Certain types of Nmap scans can place a load on the network or disrupt services. Consider the
potential impact of each scan type, especially in production environments.

e Network Congestion: Aggressive scans and fast timing options (-T4 or -T5) can consume
significant bandwidth and may impact network performance. Be cautious when using these in
production.

e Risk of Detection: Many firewalls and Intrusion Detection Systems (IDS) are designed to
detect and alert administrators to Nmap scans. Be aware of the potential for scans to trigger
alerts and possibly result in account lockouts or service restrictions.

e Server Load: Certain scans, such as version detection and OS detection, may increase the
load on target devices. These scans send a high number of packets, which could impact
system performance, especially for sensitive or legacy systems.

5.3. Data Sensitivity and Confidentiality

When scanning, you may uncover sensitive data, such as open services or device information, that
could be exploited if exposed.

e Handle Data Carefully: Store scan results securely, especially if they contain sensitive
information about an organization’s infrastructure.

e Avoid Unauthorized Disclosure: Scan results may expose vulnerabilities or
misconfigurations; keep these findings confidential and disclose them only to authorized
personnel.

5.4. Nmap Limitations

While Nmap is a versatile tool, it does have limitations, especially when facing sophisticated security
measures.

e Evasion Techniques: Firewalls and IDS may use advanced evasion techniques that can block
or obscure Nmap results, leading to incomplete information.

e Detection Challenges in Encrypted Environments: Scanning encrypted protocols and
services can be challenging, and Nmap may not fully identify encrypted services due to
limited visibility.

e Misinterpretation of Results: Nmap outputs require careful interpretation. Certain open
ports might not represent a security risk or may be a false positive, depending on network
configurations.
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Glossary of Terms

Term Definition |

A process that checks which ports on a target system are open, closed, or filtered.

Port Scanning Helps identify services running on the system.

A scan method that completes the TCP handshake to identify open ports. It is easily

TCP Connect Scan detectable but accurate.

A "half-open" scan that sends SYN packets to detect open ports without completing

N the TCP handshake. It is faster and less detectable.

A scan to detect open UDP ports. UDP is a connectionless protocol, making UDP
UDP Scan ;

scans slower and less reliable than TCP scans.
Ping Scan A scan to determine if a host is up or reachable without probing specific ports.

Nmap's method to determine the operating system of a target based on specific

OS Detection .
network response signatures.

Identifies the service and version running on an open port, such as HTTP or SSH, by

Service Detection . . .. .
sending specific probes to elicit responses from these services.

The Nmap Scripting Engine (NSE) allows users to run scripts for various tasks, like

Scripting Engine vulnerability detection and network information gathering.

A network security system that monitors and controls incoming and outgoing

Firewall network traffic based on predetermined security rules.
Intrusion Detection System (IDS) and Intrusion Prevention System (IPS) detect
IDS/TPS . . .
and/or block malicious network activity.
Decoy Scan Nmap's feature to hide the real scan origin by adding multiple decoy IP addresses,
y making it harder to identify the source of the scan.
Fragmentation A technique to split packets into smaller fragments to avoid detection by IDS/IPS.

Adjusting the speed of scans by limiting the number of packets sent per second.

Sl b Used to avoid detection or reduce network load.

A diagnostic tool that traces the path packets take from the source to the destination,

Iraceroute providing information on network hops and latency.
. The process of collecting information about a service on an open port, often to
Banner Grabbing . . . .
identify the software version or configuration.
Grepable Output An output forrpat that allows .results to be easﬂy ﬁltgred with the grep command,
useful for parsing and analyzing Nmap results in scripts.
XML Output An output format that saves scan results in XML, useful for automation and

integration with other tools.
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Troubleshooting Tips

Troubleshooting tips cover common issues and their solutions to help users resolve problems quickly.

Nmap command not
found

Nmap is not installed on
the system.

Solution

Install Nmap using package managers (e.g., sudo apt
install nmap for Linux or download from the Nmap
website for other OS).

Nmap scans are very
slow

Network latency,
firewalls, or using a high
timeout setting.

Use timing options (e.g., —~T4 or —-T5) to increase scan
speed, but be cautious of network performance and
potential detection.

Scan results are
incomplete or show no
open ports

Firewalls or IDS/IPS are
blocking the scan.

Try using decoy IPs (-D) or fragmented packets (-£f) to
evade detection. Also, try a different scan method (e.g.,
TCP Connect with -sT).

Ports show as
"filtered"

Firewall is dropping scan

packets, making port
status unclear.

Use a SYN scan (-sS) if possible, or try —Pn to disable
host discovery and focus on port probing.

Host appears down in
the scan results

ICMP pings are blocked
or disabled on the target.

Use the —Pn option to skip ping checks and scan the host
directly.

Nmap crashes or
freezes during scan

Network or system issues,

such as high traffic or
limited resources.

Lower the packet rate (——-min-rate), scan fewer ports,
or use the ——max-retries option to limit retries on
non-responsive ports.

NSE scripts fail to run

Outdated scripts or
network blocks on
specific protocols.

Update Nmap and NSE scripts to the latest versions
(nmap --script-updatedb). Also, verify network
permissions for the protocol you are scanning.

Permission denied
error on ports below
1024

Non-root privileges are
insufficient to access
privileged ports.

Run Nmap with elevated permissions (e.g., sudo
nmap) if scanning privileged ports on Unix-based
systems.

"Host discovery fails"
or "all hosts down"
error

Nmap's default ping
method fails due to
firewall restrictions.

Use the —Pn option to skip ping checks, or try an
alternative host discovery method such as TCP SYN or
ARP scan depending on the network type.

False positives or
negatives in scan
results

Network noise,
misconfiguration, or

conflicting firewall rules.

Conduct multiple scans to confirm results. Try different
scan types, adjust scan speed, and verify firewall settings
if possible.

Output saved but can't
locate file

The output directory or
file name is incorrect or
lacks permissions.

Check the file path and make sure you have write
permissions. Use absolute paths to specify output
locations (e.g., nmap —-oN
/home/user/scan output.txt).

Incomplete scan on a
large network

Scanning multiple targets

with limited resources or
network timeout.

Split the scan into smaller segments, reduce the port
range, or use the ——max-hostgroup and ——-min-
parallelism options to manage load.
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Cheat Sheet of Common Nmap Commands
Command Description Example
T Basic scan to detect open ports on the TRl Bl RN
target.
nmap -sS <target> Stealth (SYN) scan for quicker results nmap -sS 192.168.1.1

and less detectability.

TCP Connect scan, often used when

nmap -sT <target> ) . nmap -sT 192.168.1.1
= < SYN scan is not permitted. L
nmap -sU <target> UDP scan to detect open UDP ports. nmap -sU 192.168.1.1
nmap -p <port> Scan a specific port on the target. nmap -p 80 192.168.1.1
nmap -p- <target> Scan all 65,535 ports on the target. nmap -p- 192.168.1.1
nmap -p <range> Scan a range of ports on the target. nmap -p 1-1000 192.168.1.1
nmap -A <target> Engble oS Qetectlon, version detection, nmap -A 192.168.1.1
script scanning, and traceroute.
nmap -0 <target> OS detection on the target. nmap -0 192.168.1.1
nmap -sV <target> Service version detection on open ports. nmap -sV 192.168.1.1
nmap -v <target> Enable verbose mode for detailed output. nmap -v 192.168.1.1
nmap -Pn <target> S}qp EOSt discovery and scan target ports nmap -Pn 192.168.1.1
irectly.
EE CEm ceweets E:E%J(s;:zcc;r:})y to check if hosts are up nmap -sn 192.168.1.1/24
nmap --script <script> ?Nuélﬁa)ss‘,f:;fpl)?c Nmap Script Engine nmap --script=http-title 192.168.1.1
ZIEZE;g;;icrlpt vuln glrl;le\trulnerablhty scan scripts on the nmap —-script vuln 192.168.1.1
-- - <num>
ZIEZEge _Copporte <num f;:?aizztm"“ common <num>ports 0N o __top-ports 20 192.168.1.1
nmap -sC <target> Rundefaultscnptsonopenports(51m11ar nmap -sC 192.168.1.1
to --script=default).
Adjust timing template for speed
-T<0-5> <t t> -T4 192.168.1.1
nmap arge (O=slowest, 5=fastest). nmap
nmap -f <target> flgas%;lbesm LG it b L nmap -f 192.168.1.1
nmap -D <decoy IPs> Use decoy IP addresses to mask the real nmap -D RND:10 192.168.1.1
<target> source of the scan.
nmap -oN <file> tsoazeﬁ(l)stpm in normal (plain text) format nmap -oN scan output.txt 192.168.1.1
nmap -oX <file> Sra::e(s);litr?;t in XML format for further nmap -oX scan_output.xml 192.168.1.1
nmap -oG <file> tsiellt\;iglgnput in Grepable format for quick nmap -oG scan output.grep 192.168.1.1
Save output in all formats (normal, XML,
nmap -oA <basename> and Grepable) using a common nmap -oA scan results 192.168.1.1
basename.
nmap --reason <target> (Sg;oez r:f;;%“gg;“h portis in its state nmap --reason 192.168.1.1
STEZEq;;EaCket‘trace ihqw dgltalls of packets sent and received nmap --packet-trace 192.168.1.1
uring the scan.
ngizie;—append—output ?ll;;pend scan results to an existing output nmap --append-output scan_output.txt
nmap --max-retries Set the maximum number eretrles for nmap --max-retries 3 192.168.1.1
<num> <target> each scan attempt (default is 10).
2r§:§g;£r>r11n—rate <rate> S:é;g:immum rate of packets sent per nmap --min-rate 500 192.168.1.1
nmap --open <target> Sﬁt(;aztonly open (active) ports in the nmap --open 192.168.1.1
nmap --script-help Display help for a specific script to maD ——script-helo=htto-title
<script> understand its usage and parameters. ® & & e
nmap --host-timeout Set a maximum time for each host scan,
<time> after which Nmap will stop scanning the =~ nmap --host-timeout 10m 192.168.1.1
host.
nmap --traceroute Run a traceroute to map the path packets ep et raceroutel 1500 o

<target>

take to reach the target.
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