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Lab 1: F5 BIG-IP Installation

Step 1
Log in to the CLI using the default user account. Use root as username and default as
password.

BIG-IP 11.3.8 Build 39.08

Rernel 2.6.32-2208.el6.f5.x86_64 on an x86_64
localhost login: root

Password:

Last login: Thu Apr 28 13:88:54 on ttyl

[root@localhost:NO LICENSE] config
[root@localhost:NO LICENSE] config

Step 2
Issue the config command.

Step 3
Once you get the prompt as shown below, click OK.

F5 Management Port Setup

Configuration Utility
Use this utility to add an IP address, netmask and default route
for the management port on this system.
You must add an IP address and netmask for the management port
before you can use the web-based Setup utililty.

The next prompt will ask you if you want to use the automatic configuration, choose No.
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Step 4
Enter desired IP address for the management interface and click OK.

Step 5
Enter desired subnet mask for the management interface and click OK.

Step 6
To access the BIG-IP from any network, configure a default gateway, click Yes.

You will be prompted to enter the IP address of the default gateway and click OK.

Step 7
Confirm the management IP address changes by clicking Yes
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Lab 2: Activation License

To access the BIG-IP Configuration Utility, open a web browser and enter the URL
https://172.16.1.254. To log in, use the default username and password, which is
admin/admin.

(® BIG-IP® - bigip1 (172.16.1.2... % |

NS e . | itv
fg o BI(;-IP Configuration Utility
J stworks

Hostname Welcome to the BIG-IP Configuration Utility.
bigip1

IP Address
17216.1.254

Log in with your username and password using the fields on the left.

Username
{admin

Password

S

Login

To start the Setup Utility wizard, click Next to continue.
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(& BIG-IP® - bigip1 (172.16.1.2... % .

No license exists for this device

| ONLINE (ACTIVE)
5 |l standalone

Setup Utility » Introduction

Setup Utility

Introduction

Welcome

License
Setup Utility

Resource Provisioning To begin configuring this BIG-IP® system, please complete the Setup Utility. To begin, click the "Next” button.

Platform

Network

Redundancy

VLANS
ConfigSync
Failover

Mirroring v

You will be presented with a screen that asks you to activate the BIG-IP LTM license. Click
Activate.

(& BIG-IP® - bigip1 (172.16.1.2... % .

Role: Administrator
No license exists for this device
Setup Utility » Lic
Setup Utility
Introduction Drinel teberies
I License Not Activated
License
Resource Provisioning
Platform
Network
Redundancy
VLANSs
ConfigSync
Failover
Mirroring v
< >

Enter the license key that you received from F5 Networks. Choose the activation method &
automatic and manual.
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Automatic method requires the Internet access from the management interface. The

manual method is used when the management interface does not have access to the
Internet.

In this case, choose the manual method, enter the license key and click Next to continue.

| (B BIG-IP® - bigip (172.16.1.2... .

No license exists for this device
|| ONLINE (ACTIVE)
|l standalone
Setup Utility » License
Setup Utility
General Properties
Introduction s
— Base Registration Key KJEYT-EFNSHQ-UCR-QQVLEMC-YIBIPDC| x  [Reverd
Resource Provisioning Add-On KeYl [add
Platform
Add-On Registration Key List
Network S0 =
Redundancy
it -Defe(
VLANs
Activation Method O Automatic ® Manual
ConfigSync
Failover
Mirroring v
< >

Copy all text found in the dossier box.
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6;‘ BIG-IP® - bigip1 (172.16.1.2... % .

| ONLINE (ACTIVE)
s | Standalone
Setup Utility » License
Setup Utility
1 General Properties
Introduction e
b Registration Key DPSO0B-HJZKO-FIWJX-UVWRQ-CHNHNJQ
. License . o
f Registration Key List
Resource Provisioning S
Manual Method ® Copy/Paste Text O Download/Upload File
Platform
80£9ac455194fc7e687a58ee009c99c12675ea490e5£7e64bbid11369d3£2e00c13)
Network 5a18102ecdd074e£782a348b5e9fed48£309b627e8b940£2bf4f1ffer9£326446ad
18758ca4916d3ccadBeeaff9dchb79c034£8dc1450e60232£c9659£50946d4ca3ela
Redundancy 1d8947e1e919d5869447373cbc949de1b8ad93b9fcbb741£bleA82c90626263927h
Step 1: Dossier 7flc202a80aabcde7adcla4c7b087226a6318071d915¢c£3b759¢c4£80959286484 1 ¢
VLANS i £32b5b42a3273362600dad715a6d0£6243a0£4196d02d3b71d9£06d47829824031£3
3afbecel00476633585£381c569e6c£d597fable3341eddd7ad4dfae34c0237£072)
ConfigSync 83de53£61aebb3cSeddfSefaclch959546a97b72547d99£821 3bbabe1b014a75830
Failover £2bad0b362551dbl£1699b533£4£5b01434839ee571104db6ef2656f64e78604fe9
459d3506d69£60bc3da300caaaé5eeibs38665)
Mirroring o > = = =
Step 2: Licensing Server Click here to access F5 Licensing Server
Active/Standby Pair
Discover Peer
v
< >

Go to the F5ps licensing site at https://activate.f5.com/license/dossier.jsp . Paste the dossier
to the box. Alternatively, upload the dossier file. Click Next to continue.
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To activate your product you will need your product dossier.

Enter Your Dossier

0518311d£e2bb097c481d58b6d35£a09%e2c5b8c1913c464b3ec2c96d622814be09ccd4415a955d67blc *

5d0a59a0eb408408a£084361362237a7e701d26aed40310fbefeT74fe212916£7dbd25e2e0ea321lbcbe
655bdc3cftb32077ed4eb7d0a98e3feadfaccacadcced9ffb4e96cT7E811e94616078b7£9£7%aebatd7edd
5098£d658958934147a864b6b139188a7cb43beebaid00db9823a681128b823b27454eb5cfbbBaad 049
143da0d26b239£3datf5f4fa6aba32b5338c78£d77d634a29735964d3£ad506ed674e36139938c87£be
4339e8e£535def140d0atblas£0717390e8c7c759p95d2ealec2704c712£2846278bcdddeabbe354fe
Zeedd7b2celsd449£6da39e02a33cc694464339bc0973e2939bd7185a67e1£7823eee9dB8e881c5£3dS
7c3£dfeSb26c£7152c3936e6dd36edfal7ded2628110d8b8£3469b7e809ecE5773blcc9145a08a%eetlhb
64£832£d1ae2957b640£668a04bE73e339%94albb47dalabac95b0d69e842299£7£4a57aa4499¢c532616
de959d2e70cc9a9386943£538d33cd0b5ale7bebfff856efac8719d81£382bafac77605cd4ae3d9%eet
c8ael3120delb0cd232eb0394447205e474875963209e17bbf436643balea754d4£83640622378d0da
342eelelb004e6355125£8d34e1791d94328e60109d999£b16a4b2922£640cc58714025balc304£003b
43cd2ab252a57605d193¢c49b4£8694d61b09Ecad78706£516248249a37399390522¢c5b91ed3072752¢6
ccd69027ae28880£%acd4551945cT7e687a58ee009c99¢c12675ea490e557e64bb2d11369d3£2e00c135za
18102ecdd074e£782a348b5e9fed48£309b627e8b940£2bE4f1ffee9£326446ad18758ca4916d3ccad
Seeaf69dcb79c034£8dc1450e60232£c9659£50946d4ca3e0aldt947e1e919d45869447373¢cbc949del
b2a893b9£cbb741fb1e882¢c90626263927b7£1c202a80aabcde7adcledc7b087226a6318071d915¢cE3
b759c4£809592864841c£32b5b42a327336ae00dad715a6d0£f6243a0£4196d402d3b71d9£06d7829824
031£33afbecel0N476633585£381c569e6cfd597£able334leddd7a84dfae34c0237£07283de53£61a
ebb3cSeddfSefaelcb959546a97072547d99£8213bbabelb014a75a30£2bad0b362551db1£1699b533
£4£5b01434839%ee571104db6ef2656£64278684£2945943506d69£60bc3da300caaatsee8b838665

or

Select Your Dossier File

’ Parcourir... | Aucun fichier sélectionné.

Read and accept the F5 Networkss EULA. Click the check box to accept the EULA and click
Next.
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Activate F5 Product

Step 2: Accept User Legal Agreement

END USER LICENSE AGREEMENT
DOC-0355-08

IMPORTANT - READ BEFORE INSTALLING OR OPERATING THIS PRODUCT
LICENSEE ("LICENSEE") AGREES TO BE BOUND BY THE TERMS OF THIS
AGREEMENT BY INSTALLING, HAVING INSTALLED, COPYING, OR OTHERWISE
USING THE PRODUCT. IF LICENSEE DOES NOT AGREE, DO NOT INSTALL OR
USE THE PRCDUCT.

1. Scope. This End User License Agreement ("License") applies tc the
software product ("Software") Licensee has licensed from F5. All
references to "FS5" in this License will be deemed to be a reference to
the applicable F5 entity as follows: (i) if Licensee's primary place of
business is located in the Eurcpean Economic Area, the Middle East or
Africa ("EMEA"), the F5 entity is F5 Networks Ltd.; (ii) if Licensee's
primary place of business is located in the Asia-Pacific region,
excluding Japan, India and Taiwan ("APAC"), the F5 entity is F5
Networks Singapore Pte Ltd; and (iii) if Licensee's primary place of
business is located in Japan, India, Taiwan or a region outside of EMEA
or APAC, the F5S entity is FS Networks, Inc. Certain Software is
licensed for use in conjunction with F5 hardware which together with

| have read and agree to the terms of this license

Copy the license information for your BIG-IP LTM. Alternatively, you can download the
license file.

Cut and paste your license key from the form below, or click the download button to download a copy of the license

file.

Download license

#

Ruth vers : 5b

#

#

# BIG-IP System License Key File

# DO NOT EDIT THIS FILE!'!

#

# Install this file as "/config/bigip.license”.
#

# Contact information in file /CONTACTS
#

Paste the license information to License section of the Setup utility, click Next. You will then

be presented with a screen as shown below. Wait one moment. Click continue button.
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Resource Provisioning
Device Cerificates
Platform
Network
Redundancy
VLANS
NTP
DNS
ConfigSync
Failover
Mirroring
Active/Standby Pair

Discover Peer

(B BIG-IP® - bigip1 (172.16.1.2... %

Registration Ke

Manual Method @® Copy/Paste Text O Download/Upload File

[0£1412610098000c2e10£6£1535a0b481al4ct5lcibarc23ca428E148¢c
c6aS5826eldbedbf5a%Ebb7c10679d1cé20c07c2c3234104cdel3%a9250
1834£7ff9a07bdae85eaalcTbeabd98dbf442e392939ac3bd6eebclcal
54031fae6£607a67cBEae54746b76e662E55ela3abcelSebdfffd32dcl
Step 1: Dossier abe2b34f2c15cbl04ed0844£075c8e3c861c079e5c3faa23aa0d575£%
: led84b58a106alb9cécd831bd0ea®17cé4adf0a567656c441c5£8131cEs
50de56e57d4819655c176109e14b87£4086££53b890£fbd7d0d0e8bT7cE0:
1da504d71763619fadf136413ab45b2b3bE447aebdedE83d2eT7654e224C
7158951442e3e294159163a92e3494£c122£928d5dbf9£90d6ecE40953
72d6d%al32dedcdd3eldSdd2eease3192

Step 2: Licensing Server Click here to access F5 Licensing Server
#
uth vers : Sb
#
#
# BIG-IP System License Key File
Step 3: License # DO NOT EDIT THIS FILE!!
#
# Install this file as "/gonfig/bigip.license”.
#
# Contact information in file /CONTACTS
<

You can see that the LTM license is activated.

& 5fs

(& BIG-IP® - bigip1 (172.16.1.2... % D

ONLINE (ACTIVE)
I || Standalone
Setup Utility » R
Setup Utility
1 i Current Resource Allocation
Introduction
CPU
License
" Resource Provisioning HEkfI50n)
Device Certificates Memory (3.8GB)
Fradom Module. . : License Status | Re
Network
I Management (MGMT) N/A 0
Redundancy -
VLANS [7] Carrier Grade NAT (CGNAT) [Disabied [V] &g Licensed 0
NTP [] Local Traffic (LTM) VI[Nominal [¥] & Licensed 0
e Application Security (ASM) L] None BB Licensad;y 20 Windows,
ConfigSync — I o T ACTc e
( SAlimA c )
Click Next.
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DNS

ConfigSync
Failover

Mirroring
Active/Standby Pair

Discover Peer

(& BIG-IP® - bigip1 (172.16.1.2... %

I Link Controller (LC)

B Policy Enforcement

Application Security (ASM)
W Fraud Protection Service (FPS)

I Global Traffic (GTM)

7] Access Policy (APM)

Advanced Firewall (AFM)

[ iRules Language Extensions (iRulesLX)

[INone
[[INone
[INone
[ None

[INone

I Application Visibility and Reporting (AVR) LI None

(PEM) [INone

[INone

B Application Acceleration Manager (AAM) | — None

[INone

I Secure Web Gateway (SWG)

[INone

[%g Licensed 20

N/A 12
%y Licensed 0
%4 Unlicensed 0
%y Licensed 12
%y Licensed 16
%4 Unlicensed 16
[y Licensed 16
[ Unlicensed 32

%4 Unlicensed 24

|5y Licensed 0

[Back] Revert |
<

P
SAlimA )

The setup utility wizard allows you to make configuration to the management interface,
192.168.4.31 in this case, host name, time zone, user account passwords for CLI and GUI
access. The SSH IP Allow section acts as an ACL to allow certain IP addresses and/or
ranges the BIG-IP access. Once you make changes to the account passwords, you will be
logged out and need to log back in using the new IP address and the new accounts. Click

Next.

Introduction

License
Resource Provisioning
Device Cerlificates
Platform
j Network
‘ Redundancy
VLANs
NTP
DNS
ConfigSync
Failover
Mirroring
Active/Standby Pair

Discover Peer

.« & || (& BIG-IP® - bigipT (192.168.4.... X

General Properties
Management Port Configuration | ) Automatic (DHCP) ® Manual
IP Addressiprefix]: | 192.168.4.31
Management Port Network Mask: | 255.255.255.0 |255.255.255.0[ v |
Management Route: | 192.168.4.1
Host Name | F5.B1G.IP-1
Host IP Address |Use Management Port IP Address
Time Zone | America/Los Angeles
User Administration
[ pisable login
Root Account Password:| eeee
Confirm: | esee
5 Password: I sccee
Admin Account
Confirm: I | -
SSH Access Enabled
SSH IP Allow | All Addresses .
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Lab 3: Setup Utility

Network Configuration

Once you log back in, you will be in the network section. You have ability to continue the
setup utility to configure internal (real servers) and external (client side) vlans and associated
interfaces and self IPs.

(Self IPs are the equivalent of SVI IP in Cisco switching)

Click Next.

& !Ehttps://192.168.431/xui/ D - © Eneurdece..@ || (§ BIG-IPS - F5BIGIP-1(192.1.. X

Hostname: F5.BIG.IP-1 Date: May 10, 2017 User admin
IP Address: 192.168.4.31 Time: 7:59 PM (PDT) Role: Administrator

- || ONLINE (ACTIVE)
5 | standalone

Main i Setup Utility » Network

Setup Utility

= : Network Config
troduction Create a standard network configuration by configuring these features:
License
T * Redundancy
Resource Provisioning « VLANS
+ NTP
Device Certificates - DNS
« Config Sync
Platform « Failover
« Mirroring
Network
bkl « Peer Device Discovery (for Redundant Configurations)
Redundancy
VLANS
NTP
o Ad d Network C
Create advanced device configurations by clicking Finished and navigating to the Main tab of the Configuration Utility_
ConfigSync
Failover e
< >

Internal VLAN (connected to web servers):
Configure the internal network and VLAN by making the following settings:

Self IP Address: 172.16.4.31
Netmask: 255.255.0.0

Port Lockdown: Allow Default
Floating IP Address: 172.16.4.33
Port Lockdown: Allow Default

Internal VLAN Configuration section
VLAN Name: internal

VLAN Tag ID: auto
VLAN Interfaces: Select VLAN interface 1.2 and add it Untagged to the Interfaces list.
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Click Next.

Setup Utility » VLANs

e@ '8 it LA P~ § Ere 21| (& BIG-IP® - FSBIG.IP-1(192.1...

] Setup Utility
2 Internal Network Configuration
Introduction
) Address: [172.16.4.31
License
Self IP Netmask: | 255.255.255.0
Resousce Riovisioning Port Lockdown: |Allow Default| v
Device Certificates |
Address: 172.16.433
Platform Floating IP I
Port Lockdown: |Allow Default| v
Network
Redundancy Internal VLAN Configuration
‘ VLAN Name internal
VLANs |
VLAN Tag ID
NTP ‘ 9 auto ‘
DNS VLAN lnterfaces| 1.1V
ConfigSync Tagging: | Untagged| v
Failover Interfaces 1.2 (untagged)
Mirroring
Active/Standby Pair
Discover Peer
v
< >

External VLAN (facing clients):
Configure the external network and VLAN by making the following settings:

External VLAN: Create VLAN external radio button selected
Self IP Address: 10.10.4.31

Netmask: 255.255.0.0

Port Lockdown: Allow 443

Default Gateway: Leave blank

Floating IP Address: 10.10.4.33

Port Lockdown: Allow Default

External VLAN Configuration section

VLAN Name: external

VLAN Tag ID: auto

VLAN Interfaces: Select VLAN interface 1.1 and add it Untagged to the Interfaces list.

Click Next.
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—
@I\Q https://192.168.4.31/xul/ P~ @ Erreur dece...O‘ (& BIG-IP® - F5.BIG.IP-1 (192.1... ’ I ok It
/| Setup Utility
External Network Configuration &)
Introduction T =
External VLAN ®) Create VLAN external \_ Select existing VLAN
License
i Address: [ 10.10.4.31
Resource Provisioning
Self IP Netmask: [ 255.255.255.0
Device Certificates Port Lockdown: [Allow None |V
Platform
Default Gateway
Network
: Address: 10.10.4.33
Redundancy Floating IP [
Port Lockdown: |Allow None |V
VLANs
NTP External VLAN Configuration
DNS VLAN Name external
ConfigSync VLAN Tag ID auto
Failover VLAN |nterfaces|12 v
Mirroring Tagging: Untagged v
Active/Standby Pair
Y Interfaces 1.1 (untagged)
Discover Peer
v
>

Configure the high availability network to use the existing VLAN, internal, by making the
following settings:

High Availability VLAN: Click the Select existing VLAN radio button
Select VLAN: internal

Self IP Address: 172.16.4.31

Netmask: 255.255.0.0

High Availability VLAN Configuration section
VLAN Name: internal

VLAN Tag ID: auto

VLAN Interfaces: 1.2 (untagged)

Click Next.
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Setup Utility

| Introduction
License
Resource Provisioning
Device Certificates
Platform
Network
Redundancy
VLANs
NTP
DNS
ConfigSync
Failover

Mirroring

Active/Standby Pair

Discover Peer

High Availability Network Configuration

3 |
|| (& BIG-IP® - FS.BIG.IP-1 (192.1... % |—_|

Setup Utility » VLANS

1y ok ot

High Availability VLAN
Select VLAN

Self IP

O Create VLAN HA (® Select existing VLAN
internal

Address: | 172.16.4.31| x
Netmask: | 255.255.255.0

High Availability VLAN Configuration

VLAN Name internal
VLAN Tag ID auto
VLAN Interfaces[1.1]v]
Tagging: ISelect.A .
Interfaces 1.2 (untagged)
Delete
v

Configure Network Time Protocol

Setup Utility

Introduction
License
Resource Provisioning
Device Certificates
Platform
Network
Redundancy
VLANs
NTP
DNS
ConfigSync
Failover

Mirroring

Active/Standby Pair

Discover Peer

Setup Utility » N

Network Time Protocol Configuration

( BIG-P® - FS.BIGIP-1 (192.1... % ||

Address:| 192.168.4.1
Time Server List

Configure Domain Name Server
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(& BIG-IP® - FS.BIG.IP-1 (192.1... %

Resource Provisioning ) 3888 A
Device Certificates DR L il
Platform
Network Edit_|[ Delete Down
Redundancy Address: |
VLANs
NTP BIND Forwarder Server List
DNS
C S
onfigSync Edit_|[ Delete | [Up] [Down
Failover
e Address: |
Active/Standby Pair localhost
DNS Search Domain List
Discover Peer
Edit_| [ Delete |[Up] [Down
DNS Cache O
IP Version IPv4
i
< >
Configure ConfigSync

Configure ConfigSync on the non-floating self IP 172.16.4.31 for internal VLAN.

8 oes-rsoer1or || o A5

Setup Utility » ConfigSync

Setup Utility

ConfigSync Configuration
Local Address ] 172.16.4 31 (internal))
License

Resource Provisioning
Device Certificates

Introduction

Platform
Network
Redundancy
VLANs
NTP
DNS
ConfigSync
Failover
Mirroring

Active/Standby Pair

Discover Peer

Use the default primary and secondary local mirror address settings for Mirroring
Configuration.
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G

FS.BIG.IP-1
2.168.4.31

| ONLINE (ACTIVE)
| Standalone

/] Setup utility
Introduction
License
Resource Provisioning
Device Certificates
Platform
Network
Redundancy
VLANs
NTP
DNS
ConfigSync

Failovar

(& BIG-IP® - F5.BIG.IP-1 (192.1... % .

Setup Utility » Mirroring

Mirroring Configuration

Primary Local Mirror Address | 172.16.4.31 (internal) .
Secondary Local Mirror Address INone v

Click Finished.

| ONLINE (ACTIVE)
| standalone

1¥] setup utility
Introduction
License
Resource Provisioning
Device Cerlificates
Platform
Network
Redundancy
VLANs
NTP
DNS
ConfigSync

Failover

(® BIG-IP® - F5.BIG.IP-1 (192.1... % .

EEULLLE Common v

dby Pair

Standard Pair Configuration
Establish an Active/Standby pair by discovering another device.

After discovering the other device, the system performs the following actions:
« Establishes trust between authoritative peers

« Creates a device group that contains this device and the peer device
+ Creates a fraffic group that supports an active/standby configuration

Advanced Device Management Configuration
Create advanced device configurations by clicking Finished and navigating to Device Management in the Configuration Utility.

The advanced device management tasks that you can perform are:
« Establish device trust among authoritative and subordinate peers

+ Create a device group that contains more than two devices
« Create traffic groups for configuring active/active high availability
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Lab 4: Configuration Backup

Create a UCS Archive of Your Configuration

Open a browser window to https://192.168.4.31 and create a backup of your current
configuration.

Configuration utility
System t Archives then click Create

[£¢] System

Configuration

Device Cerlificates
File Management

Disk Management
Software Management
License

Resource Provisioning
Platform

High Availability

Archives
Services
[Upload... || Create... |
| | File Name Date ' Size (Kbytes)

No records to display.

File Name: F5-LTM-BASE.ucs

Encryption: Disabled

Private Keys: Include

When complete, click Finished, then click OK when the archive is complete.
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General Properties

File Name | F5-LTM-BASE.ucs ‘
Encryption l Disabled v ‘
Private Keys Ilnclude v ‘

‘ Version BIG-IP 12.1.2 Build 0.0.249
Operation Status

Saving active cenfiguraticn...
/var/local/ucs/F5-LTM-BASE.ucs is saved.

tar: conf/ssl.crt/server.crt: time stamp 2017-04-23 04:54:07 is 23429.274680157 s in the future
tar: conf/ssl.crt: time stamp 2017-04-23 04:54:07 is 23429.245527071 s in the future
tar: conf/ssl.key/server.key: time stamp 2017-04-23 04:54:06 is 23428.245335924 s in the future
tar: conf/ssl.key: time stamp 2017-04-23 04:54:06 is 23428.24530194 s in the future

[oK]

Download your new UCS backup to your workstation.

System t Archives then click F5-LTM-BASE.ucs.

| Upload... || Create... |

‘ V|| File Name ’ Date ' Size (Kbytes) |

F5-LTM-BASE .ucs Sat Apr 22 22:23:55 CET 2017 3827 |

Click Download: F5-LTM-BASE.ucs, then save to download folder.

General Properties

’ File Name | F5-LTM-BASE ucs |

| Version | BIG-IP 1212 Build 0.0.249 |

‘ Encrypted \ No ‘

| Date | Sat Apr 22 22:23:55 CET 2017 \

\ Size \ 3827 Kilobytes \

’ Archive File | Downioad: F5-LTV-BASE ucs |
The F5-LTM-BASE.ucs download has completed. Open | ¥ Open folder View downloads
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Lab 5: Traffic Processing Pool and Virtual Server

Create a Pool
Create a Pool using the information in the following table.

Local Traffic T Pools t Pool List, then click Create

Configuration section:
Configuration: Basic
Name: HTTP-POOL

Resource section:

Load Balancing Method: Round Robin
Priority Group Activation: Disabled
Node Name: (Leave blank)

New Members:

Address:Port 172.16.4.10:80 Click Add
Address:Port 172.16.4.11:80 Click Add
Address:Port 172.16.4.12:80 Click Add
When complete, click Finished
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Configuration: |Basic .

I Name | HTTP-POOL
Description [
Active Available
/Common /Common
’ =< gateway_icmp A
Health Monitors http_head_ 15
hitps v
hitps_443
Resources
Load Balancing Method |Round Robin
Priority Group Activation Disabled
® New Node () New FQDN Node
Node Name: | (Optional)
Address: | 172.16.4.12) x
Service Port: | 80 |HTTP
New Members
RAP:0C0172.16.4.10 172.16.4.10 :80
R:1P:0 C:0 172.16.4.11 172.16.4.11 :80
R:1P:0 C:0 172.16.4.12 172.16.4.12 :80
Delete

| Cancel | [ Repeat | | Finished |

i;‘ BIG-IP® - F5.BIG.IP-1 (192.1... % -

EELGLE Common v

|| ONLINE (ACTIVE)
| standalone

Local Traffic » Pools : Poo
7+ ~ Pool List

(gl 1aops =

g | ==

& ons 1| [~ status |  Name |+ Description |+ Application | Members  + Partion / Path
O Q HTTP-POOL 3 Common

Local Traffic

Network Map

Virtual Servers
Policies
Profiles
iRules
Pools
Nodes

Monitors

Traffic Class

Create a Virtual Server
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Create a Virtual Server that uses the pool created in the previous step.
Local Traffic t Virtual Servers t Virtual Server List, then click Create

General Properties section: Name:
VS-HTTP

Destination Type: Standard

Address: 10.10.4.100

Service Port: 80 (or type or select HTTP)
State: Enabled

General Properties

I Name | | vs-HTTP
Description [
Type | Standard v
Source Address [
Destination Address/Mask [ 10.10.4.100
Service Port | 80 [HTTP V]

Notify Status to Virtual Address

State | Enabled | v

Resources section:
Default Pool: HTTP-POOL
When complete, click Finished

Resources
Enabled Available
/Common
_sys_APM_ExchangeSupport_OA_BasicAuth A
iRules _sys_APM_ExchangeSupport_OA_NtimAuth
_sys_APM_ExchangeSupport_helper v
_sys_APM_ExchangeSupport_main
Enabled Available
Policies
Default Pool & [ATTPPOOL V]
Default Persistence Profile |None [v]
Fallback Persistence Profile |None [v|

| Cancel | | Repeat | | Finished |
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Open a new browser session on the external client and point it to the virtual server at
http://10.10.4.100.

o (2 @ Web-Server level/15/... x [ IR Rad s
~N
Web-Server

Home Exec Configure

Command

Output

Command base-URL was: /level/15/exec/-

Complete URL was:/level/15/exec/-/sh/run/int/fa0\/0/CR
Command was: sh run int fa0/0

Building configuration...

Current configuration : 115 bytes

1

interface FastEthernet0/0

|ip address 172.16.4.10 255.255.255.0 I

no ip route-cache

speed auto

duplex auto
end v

Refresh the web page.
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) (= @ Web-Server /level/15/... X (1
~N
Web-Server

Home Exec Configure

Command |

Output

Command base-URL was: /level/15/exec/-

Complete URL was:/level/15/exec/-/sh/run/int/fa0\/0/CR
Command was: sh run int fa0/0

Building configuration...

Current configuration : 115 bytes
1

interface FastEthernet0/0

[ic address 172.16.4.11 255.255.255.0 |

no ip route-cache

speed auto

duplex auto
end v

Refresh the web page.
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e@[ ;-;._—',) http://10.10.4.100/level/15/exs P~_2¢C ” é—"; Web-Server /level/15/...

Web-Server

Home Exec Configure

Command I

Output

Command base-URL was: /level/15/exec/-

Complete URL was:/level/15/exec/-/sh/run/int/fa0\/0/CR
Command was: sh run int fa0/0

Building configuration...

Current configuration : 115 bytes
)
interface FastEthernet0/0
|ip address 172.16.4.12 255.255.255.0 |
no ip route-cache
speed auto
duplex auto
end

Create a Second Pool
Local Traffic © Pools: Pool List t New Pool

Configuration section:
Name: HTTPS-POOL

Resources section:
Load Balancing Method: Round Robin

Node Name: (Leave blank)

New Members:

Click Node List and use the resulting pull-down to select the nodes to add to the member

list:

Address: 172.16.4.10 Service Port: 443 Click Add
Address: 172.16.4.11 Service Port: 443 Click Add
Address: 172.16.4.12 Service Port: 443 Click Add
When complete, click Finished
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Name | HTTPS-POOL ’
Description | ‘
Active Available
/Common p
5 hitp_head_f5 A
Health Monitors https, 443
hitps_head_f5 W/
inband
Resources

Load Balancing Method IRound Robin v ‘

Priority Group Activation [Disabled  [v] ‘

® New Node O New FQDN Node C) Node List
Node Name: | (Optional)

Address: [ 172.16.4.12] x
Service Port: | 443 [FTTPs V]
New Members Add

R:1P:0C:0172.16.4.10 172.16.4.10 :443
R:1P:0C:0172.16.4.11 172.16.4.11 :443
R:1P:0C:0172.16.4.12 172.16.4.12 :443

[ Cancel | [ Repeat | | Finished |

Local Traffic » Pools : Pool List

Pool List Statistics

E o I

[ |[Search|
[v| ‘ |~ | Status ‘ ~ Name + Description | + Application ‘ Members = Partition / Path
Il Q@ HTTP-POOL 3 Common
O @ HTTPs-POOL 3 Common l

Create a Virtual Server that uses the pool HTTPS-POOL created in the previous step.
Local Traffic T Virtual Servers t Virtual Server List, then click Create

General Properties section:

Name: VS-HTTPS

Destination Type: Standard

Address: 10.10.4.101

Service Port: 443 (or type or select HTTP)
State: Enabled
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Local Traffic » Virtual Servers : Virtual Server List »» New Virtual Server...

General Properties

Name [Vs-nTTPS ‘
Description [ ‘
Type |Standard [v] ‘
Source Address | ‘

Destination Address/Mask [10-10.4.101 ‘

Service Port [43~  [ATPs ¥ ‘
Notify Status to Virtual Address ‘
State [Enabled [¥] ‘

Resources section:
Default Pool: HTTPS-POOL
When complete, click Finished

Resources
Enabled Available
_sys_auth_ssl_cc_ldap
_sys_auth_ssl_cridp A
iRules _sys_auth_ssl_ocsp
_sys_auth_tacacs v
_sys_https_redirect
Enabled Available
Policies
Default Pool [ [ATTPS-POOL [~
Default Persistence Profile |None v
Fallback Persistence Profile |None v ’

[ Cancel | [ Repeat | | Finished |

Open a new browser session on the external client and enter the address of the virtual server
at https://10.10.4.100.
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e Web-Server /level/15/...

Web-Server

Home Exec Configure

L Command ]

Output

Command base-URL was: /level/15/exec/-

Complete URL was:/level/15/exec/-/sh/run/int/fa0\/0/CR
Command was: sh run int fa0/0

Building configuration...

Current configuration : 115 bytes
1

interface FastEthernet0/0

Iip address 172.16.4.10 255.255.255.0 l
no ip route-cache

speed auto

duplex auto

end

Refresh the web page
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& Web-Server /level/15/... %

Web-Server

Home Exec Configure
Command |
Output

Command base-URL was: /level/15/exec/-
Complete URL was:/level/15/exec/-/sh/run/int/fa0\/0/CR
Command was: sh run int fa0/0

Building configuration...

Current configuration : 115 bytes
1

interface FastEthernet0/0

Iip address 172.16.4.11 255.255.255.0 I
no ip route-cache

speed auto

Refresh the web page
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@ Waiting for 10.10.4101 x [ 0 l8 ke

Web-Server &)

Home Exec Configure
Command |
Output

Command base-URL was: /level/15/exec/-
Complete URL was:/level/15/exec/-/sh/run/int/fa0\/0/CR
Command was: sh run int fa0/0

Building configuration...

Current configuration : 115 bytes
1
interface FastEthernet0d/0
ip address 172.16.4.12 255.255.255.0 |
no 1p rouce-cache v
zpeed auto
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Lab 6: Load Balancing

Configure Ratio (member) Load Balancing.

In the Navigation pane, expand the Local Traffic section.
Click Pools.
Click HTTP-POOL.

Local Traffic » Pools : Pool List

g+ ~ Pool List Statistics (]|

[ ] Sz
! [~ Status | ~ Name  Description |+ Application | Members < Parttion / Path
| Q HTTP-POOL 3 Common

Click the Members tab.

Local Traffic » Pools : Pool List »» HTTP-POOL

Properties Members Statistics Bl

E o I

General Properties

Name HTTP-POOL |
Partition / Path Common ‘
Description [ ‘
Availability () Available (Enabled) - The pool is available ‘

Configuration: |Basic ; v:]

Active Available
/Common hitps
. hitp << hitps_443
Health Monitors [<<] hitps_head_f5
inband v
tcp

[Update ][ Delete |

In the Load Balancing section, change Load Balancing Method to Ratio (member) and then
click Update.
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7% ~ | Properties

Load Balancing

Local Traffic » Pools : Pool List ;> HTTP-POOL

Members

Statistics

Load Balancing Method [Round Robin ‘
Priority Group Activation [Disabled  [<] ‘
Current Members Add
v ‘ '~/ Status ‘ * Member j + Address | ~ Service Pon' - FQDN | + Ephemeral . * Ratio ‘ * Priority Group | + Connection Limit | + Partition / Path
O Q@ 172.16.4.10:80 172.16.4.10 80 No 1 0 (Active) 0 Common
O @  172164.11:80 172.16.4.11 80 No 1 0 (Active) 0 Common |
0 @ 1721641280 172.16.4.12 80 No 1 0 (Active) 0 Common |

| Enable | [ Disable |[ Force Offline |[ Remove |

3 + Properties

Load Balancing

Local Traffic » Pools : Pool List »» HTTP-POOL

Members

Statistics (]

{Round Robin |
Load Balancing Method Ratio (member)
Least Connections {(member)
Ignore Persisted Weight Observed (member)
Pregﬁcﬁve (member)
Priority Group Activation Ratio (node)
Least Connections (node)
Update Fastest (node)
Observed (node)
Predictive (node)
Dynamic Ratio (node)
Current Members Fastest (application)
e Least Sessions : S SeiR s
v | | | Status } < Member Dynamic Ratio (member) phemeral ‘ = Ratio ‘ = Priority Group | = Connection Limit | < Partition / Path
3 Weighted Least Connections {(member) !
O @ 172.16.4.10:80 M\yeighted Least Connections (node) 1 0 (Active) 0 Common
3 Ratio (session) :
O Q 172.16.4.11:80 1 Rah:o Least Conne ch:ons (member) 2 0 (Active) 0 Common
[0 © 1721641280 1|Ratio Least Connections (node) 3 0 (Active) 0 Common

[ Enable | | Disable || Force Offline || Remove |

¥+ + | Properties

Local Traffic » Pools : Pool List »» HTTP-POOL

Members

Statistics [

[¥]

Load Balancing
Load Balancing Method [Ratio (member) 7] ‘
lgnore Persisted Weight (| l
Priority Group Activation [Disabled  [¥] l
Update

Current Members
|Z|T|Z] Status ' * Member | + Address i + Service Port ‘ - FQDN } + Ephemeral [ + Ratio l < Priority Group | Connecﬁonl_imit’ * Partition / Path
O Q@ 172.16.4.10:80 172.16.4.10 80 No 1 0 (Active) 0 Common

O @ 1721641180 17216411 80 No 2 0 (Active) 0 Common

O @  172164.12:80 17216412 80 No 3 0 (Active) 0 Common

[ Enable | [ Disable || Force Offline |[ Remove |
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In the Current Members section, click each member, set Ratio to the value in the table and
then click Update. Click the Members tab to return to the Current Members list.

Member Ratio
172.16.4.10:80 1 (default)
172.16.4.11:80 2
172.16.4.12:80 3

Address 172.16.4.11
Service Port 80
Partition / Path Common
Description [
Parent Node @ 172.16.4.11
Availability () Available (Enabled) - Pool member is available 2017-05-11 22:59:07
Health Monitors @ htip
Monitor Logging [[]Enable
Current Connections 0
® Enabled (Al traffic allowed)
State (U Disabled (Only persistent or active connections allowed)

O Forced Offline (Only active connections allowed)

Configuration: |Basic v

Ratio 2 x
Priority Group 0
Connection Limit 0
Connection Rate Limit 0
Update
Address 172.16.4.12
Service Port 80
Partition / Path Common
Description [
Parent Node @ 172.16.4.12
Availability () Available (Enabled) - Pool member is available 2017-05-11 22:56:21
Health Monitors @ htip
Monitor Logging (] Enable
Current Connections 0
f Enabled (All fraffic allowed)
State () Disabled (Only persistent or active connections allowed)

Configuration: |Basic v

O Forced Offline (Only active connections allowed)

Ratio Iz =
Priority Group ﬁ)—
Connection Limit [o

ﬁ

Connection Rate Limit

Update
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Open a new browser session on the external client and connect to http://10.10.4.100.
Refresh the browser 5-10 times.

In the Configuration Utility, view the pool statistics. Traffic should be distributed to the
members with a 1:2:3 ratio.

Statistics » Module Statistics : Local Traffic » Pools

1+ - | TrafficSummary ~ | DNS v | Local Traffic Network Memory

Display Options

Statistics Type |Pools [v]

Data Format |Norma|ized v

Auto Refresh |Disabled |V | [Refresh

[/Common/HTTP-POOL | [Search| Reset Search]| Bits || Packets || Connections || Requests |

|2|||Z|snam’Ei{APoo| :PoolMember‘cPamtioanam “in ‘com ‘cln eOut{:Current - Maximum :Total{eTotal

O @ 8 HrTP- Common 438K 2183K 66 67 0 6 9 0
POOL

O o 172.16.410:80 Common 90K 474K 14 14 0 2 2 0

O o 172.16.411:30 Common 135K 725K 21 21 0 2 3 0

O 172.16.4.12:80  Common 212K 982K 31 32 0 2 4 0

Priority Group Activation Lab

Configure Priority Group Activation

Reset the statistics for HTTP-POOL.

From the Navigation pane, expand the Local Traffic section and select Pools.

Select HTTP-POOL.

Select the Members tab.

In the Load Balancing section, change the Priority Group Activation setting to Less thang, the
number of Available Members to 2, and click Update.

Local Traffic » Pools : Pool List » HTTP-POOL

¥+ ~ | Properties Members Statistics

(]

Load Balancing

Load Balancing Method |Ratio (member) v] ‘
Ignore Persisted Weight ] ‘
Priority Group Activation Less than... IO— Available Member(s) ‘
Update
Current Members Add...
v [~ status | ~ Member  Address | = Service Port J * FQDN | * Ephemeral * Ratio '+ Priority Group  + Connection Limit = Parttion / Path
O @ 1721641080 172.16.4.10 80 No 1 0 (Active) 0 Common
0O @ 1721641180 17216411 80 No 2 0 (Active) 0 Common |
O @ 1721641280 172.16.4.12 80 No 3 0 (Active) 0 Common \

[ Enable | [ Disable || Force Offline |[ Remove |
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Local Traffic » Pools : Pool List »» HTTP-POOL

% - | Properties Members Statistics E]]

Load Balancing
Load Balancing Method |Raﬁo (member) v] ‘
Ignore Persisted Weight 0 ‘
Priority Group Activation [Less than... E | 2 Available Member(s) ‘
Update

Current Members Add..
/|||~ Status |+ Member ~ Address |+ Service Port < FQDN |+ Ephemeral + Ratio * Priority Group  Connection Limit * Partiion / Path
fi] Q 172.16.410:80 172.16.4.10 80 No 1 0 (Active) 0 Common
[) Q@ 172.16.411:80 172.16.4.11 80 No 2 0 (Active) 0 Common
&) Q 172.16.412:80 172.16.412 80 No 3 0 (Active) 0 Common

[ Enable | [ Disable |[ Force Offline |[ Remove |

Within the Configuration section of each member, set the Priority values as follows:
Member Ratio Priority Group
172.16.4.10:80 1 0 172.16.4.11:80

24
172.16.4.12:80 3 4

Address 172.16.4.11

Service Port 30

Partition / Path Common

Description |

Parent Node @ 172.16.4.11

Availability () Available (Enabled) - Pool member is available 2017-05-11 22:59:07
Health Monitors @ http

Monitor Logging [JEnable

Current Connections 0

®) Enabled (Al traffic allowed)
State () Disabled (Only persistent or active connections allowed)
O Forced Offline (Only active connections allowed)

Configuration: [Basic [¥]
Ratio [2—
Priority Group 4 =
Connection Limit |°—
Connection Rate Limit [0—
Update
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Address 172.16.4.12

(®) Enabled (All traffic allowed)
State O Disabled (Only persistent or active connections allowed)
O Forced Offline (Only active connections allowed)

[
Service Port 80 \
Partition / Path ‘ Common ’
Description [ ’
Parent Node @ 172.16.4.12 ’
Availability () Available (Enabled) - Pool member is available 2017-05-11 22:56:21 l
Health Monitors @ http ’
Monitor Logging [ Eenable |
Current Connections 0 ’

Configuration: |Basic v

Ratio B ’
Priority Group Mix ’
Connection Limit rﬁ_— ’

|

Connection Rate Limit 0

Update

Local Traffic » Pools : Pool List »» HTTP-POOL

Members

¥+ - | Properties Statistics

Load Balancing

‘ Load Balancing Method [Raio (member) | ‘
Ignore Persisted Weight 0 ‘
Priority Group Activation |Lessthan.. [v] |2 Available Member(s) ‘
Update

Current Members Add...
v \ [~ Status ] * Member « Address |+ Service Port © FQDN |+ Ephemeral * Ratio * Priority Group <+ Connection Limit \ < Partition / Path |
0 @ 1721641080 172.16.4.10 80 No 1 0 (Active) 0 Common ‘
O © 1721641180 17216411 80 No 2 4 (Active) 0 Common \
O @ 1721641280 172.16.4.12 80 No 3 4 (Active) 0 Common \

[ Enable | [ Disable || Force Offline |[ Remove |

Open a new browser session on the external client and connect to http://10.10.4.100.
Refresh the screen 5-10 times.
View the pool statistics.

With Priority Group Activation set to less than 2 members and all pool members enabled,
172.16.4.11:80 should receive no traffic. Traffic is distributed to members 172.16.4.11 and
172.16.4.12 in a 2:3 ratio.
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Statistics » Module Statistics : Local Traffic » Pools

¥ - | Traffic Summary ~ | DNS ~ | Local Traffic Network Memory

Display Options

Statistics Type |Pools [v]

Data Format |Nonna|ized | v

Auto Refresh |Disabled |V | [Refresh

[/Common/HTTP-POOL |[Search| Reset Search Bits || Packets || Connections || Requests |

[leleStatus‘El‘APooI ePoolMemberl:Parﬁﬁon/Pam s In ‘eom ]eln[cOut]eCunem]:Maximmn :Totai]ﬂotal

O Q@ 8 HTTP- Common 313K 1542K 48 49 0 4 7 0
POOL

O Q 172.16.4.10:80 Common 0 0 0o 0 0 0 0 0

O Q 172.16.4.11:80 Common 129K 581K 19 19 0 2 3 0

O Q 172.16.4.12:30 Common 184K 960K 29 30 0 2 4 0

Reset the statistics for HTTP-POOL.
Disable pool member 172.16.4.11:80 in HTTP-POOL.

Local Traffic » Pools : Pool List ;; HTTP-POOL

¥+ -~ | Properties Members Statistics Ed]

Load Balancing
Load Balancing Method | Ratio (member) v] ‘
Ignore Persisted Weight | |
Priority Group Activation |Lessthan... [v] |2 Available Member(s) 1
Current Members Add...
[V j '~ Status | = Member I‘ Address | - Senvice Po:t| -~ FQDN | ~ Ephemeral { - Ratio ‘ ~ Priority Group | = Connection Limil’ ~ Partition / Path
O Q@ 172.16.410:80 172.16.4.10 80 No 1 0 (Active) 0 Common
i Q 172.16.411:80 172.16.4.11 80 No 2 4 (Active) 0 Common
O Q 172.16.412:80 172.16.4.12 80 No 3 4 (Active) 0 Common

[ Enable | | Disable |[ Force Offline |[ Remove |

Current Members Add...
v ] [~ Status | * Member ‘ + Address | + Service Port |+ FQDN | + Ephemeral ] + Ratio | * Priority Group |  Connection Limit‘ * Partition / Path
O @ 1721641080 172.16.4.10 80 No 1 0 (Active) 0 Common
O @ 172.16.411:80 172.16.4.11 80 No 2 4 (Active) 0 Common |
O @ 1721641280 17216412 80 No 3 4 (Active) 0 Common |

[ Enable | [ Disable | [ Force Offiine |[ Remove |

In the browser session connect to http://10.10.4.100, refresh the screen 5-10 times by
pressing.
Refresh and view the pool statistics.
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With Priority Group Activation set to less than 2 members and pool member 172.16.4.11:80
disabled, 172.16.4.11:80 is not eligible to receive traffic. The next lower priority group (0) is
activated as the number of available members in the pool has now fallen below the minimum
2. Traffic is distributed to members 172.16.4.10 and 172.16.4.12 in a 1:3 ratio

Statistics » Module Statistics : Local Traffic »» Pools
E o 308

Traffic Summary ~ | DNS + | Local Traffic

Network Memory

Display Options

Statistics Type ‘ |Pools [v]

Data Format ‘ |Norma|ized v

Auto Refresh ‘|Disabled || [Refresh
[/Common/HTTP-POOL |[Search Reset Search|  Bits || Packets || Connections || Requests |
[v] | |~| Status ! [=| i ~ Pool 1 < Pool Member | * Parliﬁoanam} <In |%o0ut  #In|%Out | < Current ‘ < Maximum | = Total + Total
| Q & HTTP- Common 347K 133.1K 47 46 0 4 8 0

POOL

| Q 172.16.4.10:80 Common 92K 372K 12 12 0 2 2 0

| @ 172.16.4.11:80 Common 0 0 0o 0 0 0 0 0
| Q 172.16.4.12:80 Common 254K 959K 35 34 0 2 6 0

Enable pool member 172.16.4.11:80 in HTTP-POOL.

Lab 7: Monitors

Create a Custom ICMP Monitor Create a new
ICMP monitor called MY-ICMP.

Local Traffic t Monitors T Create
General Properties section:
Name: MY-ICMP

Type: ICMP

Configuration section:
Interval: 10 seconds
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Timeout: 31 seconds
Transparent: No
When complete, click Finished

Local Traffic

Network Map
Virtual Servers
Policies
Profiles
iRules
Pools
Nodes
Monitors

Traffic Class

Address Translation

Local Traffic » Monitors

Monitor List

o B

[ x| [Search
V]| ~ Name - Application | |~ | Type ’e Partition / Path
it gateway_icmp Gateway ICMP Common
i hitp HTTP Common I
it hitp_head_f5 HTTP Common \
i hitps HTTPS Common
it hitps_443 HTTPS Common
i hitps_head_f5 HTTPS Common
et icmp IcMP Common ’
i} inband Inband Common I
i1 real_server Real Server  Common I
i snmp_dca SNMPDCA  Common ]
[Page 1012 1] )
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General Properties

Name [ my-icmpP ‘

Description I ‘
I e iCWP ™ ‘

Parent Monitor icmp =) ‘
Configuration: m

Interval ‘ 10 seconds

Timeout ‘ 31 seconds

Alias Address | * All Addresses ‘

Transparent O Yes ® No
Adaptive ‘ [JEnabled

[ Cancel | | Repeat | | Finished |

Local Traffic » Monitors

1+ + | Monitor List

[ x][Search|
V||  Name }:Appucaﬁm '~ | Type ~ Partition / Path
O my-icmp ICMP Common

i+ gateway_icmp Gateway ICMP Common ‘
©1 http HTTP Common [
&7 http_head_f5 HTTP Common ‘
i hittps HTTPS Common \
it hitps_443 HTTPS Common ‘
= hitps_head_f5 HTTPS Common |
i icmp ICMP Common 1
i inband Inband Common |
it real_server Real Server Common ‘
[Page 1012 [v] )

Assign the custom monitor to selected node
Add MY-ICMP as the default monitor for node 172.16.4.10.

Local Traffic T Nodes: Node Listt 172.16.4.10

Configuration section:

Health Monitors: Node Specific
Select Monitors: Select MY-ICMP
Press << button

When complete, click Update
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57 Local Traffic

Network Map
Virtual Servers
Policies
Profiles
iRules
Pools
Nodes
Monitors

Traffic Class

Address Translation

Local Traffic » Nodes : Node List

Node List

Default Monitor Statistics

E o 088

[ x| [Searchi
[v| [ |~ | Status ‘A Name + Description |+ Application =+ Address ‘ “ FQDN ’ = Ephemeral  * Partition / Path
O @ 172.16.4.10 172.16.4.10 No Common
| @ 172.16.4.11 172.16.4.11 No Common
O @ 172.16.4.12 172.16.4.12 No Common

[ Enable | [ Disable |[ Force Offiine || Delete... |

General Properties

Name 172.16.4.10
Address 172.16.4.10
Partition / Path Common
Description |
Availability @ Unknown (Enabled) - Node address does not have service checking enabled 2017-05-11 22:56:19
Monitor Logging []Enable
Current Connections 0
(® Enabled (Al traffic allowed)
State O Disabled (Only persistent or active connections allowed)
O Forced Offline (Only active connections allowed)
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Configuration

Health Monitors |Node Specific| v
Active Available
/Common hitps_443
Select Monitors 1omp A
real_server
snmp_dca v
tcp_echo
Availability Requirement All | v | Health Monitor(s)
Ratio 1
Connection Limit 0 ‘
Connection Rate Limit 0 ‘
Update
Check node status indicators.
General Properties
Name 172.16.4.10
Address 172.16.4.10
Partition / Path Common
Description [l
Availability () Available (Enabled) - Node address is available 2017-05-11 23:30:53
Health Monitors @ MY-ICMP
Monitor Logging [Jenable
Current Connections 0
® Enabled (Al traffic allowed)
State (0 Disabled (Only persistent or active connections allowed)
' O Forced Offiine (Only active connections allowed)

Local Traffic » Nodes : Node List

7+ -~ Node List Default Monitor Statistics

[ x| [Search|
[v| l |~ | Status ‘ ~ Name = Description | + Application | + Address |+ FQDN y < Ephemeral | * Partition / Path
O (e} 172.16.4.10 172.16.4.10 No Common
O @ 17216411 172.16.4.11 No Common !
O Q 172.16.4.12 172.16.4.12 No Common j

[ Enable | [ Disable || Force Offline |[ Delete... |

Disassociate all monitors from selected node
Remove the monitor from node 172.16.4.11. Leave monitor MY-ICMP on 172.16.4.10.

Local Traffic t Nodes: Node Listt 172.16.4.11
Configuration section:

Health Monitors: None
When complete, click Update
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General Properties

Name 172.16.4.11

Address 172.16.4.11

Partition / Path Common

Description |

Availability (@ Unknown (Enabled) - Node address does not have service checking enabled 2017-05-11 22:56:19
Monitor Logging [JEnable

Current Connections 0

(® Enabled (All traffic allowed)
State \_) Disabled (Only persistent or active connections allowed)
(_ Forced Offline (Only active connections allowed)

Configuration Node Default
- r|Node Specific |

Health Monitors None
Ratio 1
Connection Limit 0
Connection Rate Limit 0
Update

Configuration
Health Monitors |[IEE_ v
Ratio 1
Connection Limit 0
Connection Rate Limit 0
Update

Check the nodesrt statuses.

Node 172.16.4.10 has a specific assignment, MY-ICMP.
Node 172.16.4.11 has no monitor assigned.

Create a New HTTP Monitor

Create a customized monitor based on the HTTP Monitor.

Local Traffic t Monitors t New Monitor

General Properties:
Name: MY-HTTP
Type: HTTP

Parent Monitor: http

Configuration section:

Send String: GET /index.html\r\n
Receive String: Server

When complete, click Finished
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Local Traffic » Monitors » New Monitor...

General Properties
Name [ my-HTTP
Description l
I Type ATTP o
Parent Monitor hitp v
Configuration: [Basic V]
Interval [5— —_—
Timeout [16— seconds
GET /\r\n
Send String
[server
Receive String
%EI ver
Receive String
Receive Disable String
User Name ﬁ
Password I—
Reverse O Yes ® No
Transparent O Yes ® No
Alias Address | * All Addresses
Alias Service Port I * I,A" Ports E
Adaptive [l Enabled

[ Cancel | [ Repeat | | Finished |
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Local Traffic » Monitors

¥+ + Monitor List

[ x| [Search]
||| ~ Name :Applicaﬁon'iz\ Type < Partition / Path
[0 ™mY-HTTP HTTP Common
[ my-icmpP ICMP Common

it gateway_icmp

Gateway ICMP Common

i htip HTTP Common ’
it hitp_head_f5 HTTP Common ‘
©i hittps HTTPS Common |
it https_443 HTTPS Common \
i’i hitps_head_f5 HTTPS Common ‘
it icmp ICMP Common [
i1 inband Inband Common ‘
Page 1012 |v] *

Assign the Custom Monitor to a Pool Member
From the Navigation pane, click Local Traffic t Pools and then click HTTP-POOL.
Click the Members tab.

Click the member 172.16.4.11:80.

Local Traffic T Pools : Pool List t HTTP-POOL Configuration

section:

Select Advanced from the dropdown list.

Address 172.16.4.11
Service Port 80
Partition / Path Common
Description |
Parent Node @ 172.16.4.11
Availability () Available (Enabled) - Pool member is available 2017-05-11 22:59:07
Health Monitors @ hip
Monitor Logging ] Enable
Current Connections 0
'\f:' Enabled (All traffic allowed)
State 'i:?' Disabled (Only persistent or active connections allowed)
() Forced Offline (Only active connections allowed)
Configuration:
-~ |Advanced
Ratio I 2 ‘
Priority Group 4 ‘
Connection Limit I 0 ‘
Connection Rate Limit 0 ‘
Update

Health Monitors: Member Specific
Select Monitors: Select MY-HTTP

Press << button
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When complete, click Update

Configuration: [Advanced[v

Ratio l 2
Priority Group [4
Connection Limit ! 0
Connection Rate Limit [
Health Monitors None

Inherit From Pool
IP Encapsulation ‘ Member Specific

‘

Update

Configuration: [Aavanced[v

Ratio ‘ 2
Priority Group ‘ 4
Connection Limit ‘ 0
Connection Rate Limit ‘ 0
Health Monitors ‘ [Member Specific [~
Active Available
iCommon iCommon
Select Monitors ggteway_icmp A
p
http_head_f5 v
hitps
Availability Requirement ‘ |AII | v | Health Monitor(s)
IP Encapsulation \ |Inherit From Pool| v
Check the memberss statuses.
Member Properties
Node Name | 172.16.4.11 \
Address | 172.16.4.11 \
Service Port 80 |
Partition / Path ' Common \
Description \ [ ‘
Parent Node }Q 172.16.4.11 \
Availability 1 () Available (Enabled) - Pool member is available 2017-05-11 22:59:07 ‘
Health Monitors | @MY-HTTP |
Monitor Logging 1 [ Enable ‘
Current Connections 1 0 \
| ® Enabled (All traffic allowed)
State | U Disabled (Only persistent or active connections allowed)
i O Forced Offline (Only active connections allowed)

Disassociate all Monitors for Selected Member

From the Navigation pane, click Local Traffic t Pools and click HTTP-POOL.
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Click the Members tab.
Click the member 172.16.4.12:80

Local Traffic T Pools : Pool List t HTTP-POOL
Configuration section

Select Advanced from the dropdown list.
Health Monitors: None

When complete, click Update

Description |

Parent Node @ 172.16.4.12

Availability () Available (Enabled) - Pool member is available 2017-05-11 22:56:21
Health Monitors @ http

Monitor Logging [ Enable

Current Connections 0

f‘ Enabled (All traffic allowed)
State () Disabled (Only persistent or active connections allowed)
() Forced Offline (Only active connections allowed)

Configuration: |Advanced v

Ratio . h
Priority Group [«
Connection Limit [o
Connection Rate Limit ﬁ
Health Monitors [None |2
IP Encapsulation lmz’

Check the memberss status

Member Properties
Node Name ; 172.16.4.12
Address 172.16.4.12
Service Port 80
Partition / Path Common
Description [l
Parent Node @ 172.16.4.12
Availability (@ Unknown (Enabled) - Pool member does not have service checking enabled 2017-05-11 23:44:55
Health Monitors
Monitor Logging ] Enable
Current Connections 0

® Enabled (All traffic allowed)
State () Disabled (Only persistent or active connections allowed)
(J Forced Offline (Only active connections allowed)

Member 172.16.4.10:80 has its health monitor set to inherit from pool, so it inherits an http
health monitor.
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Description [

Parent Node @ 172.16.4.10

Availability () Available (Enabled) - Pool member is available 2017-05-11 22:59:43
Health Monitors @ htip

Monitor Logging I Enable

Current Connections 0

‘ Enabled (All traffic allowed)
State ( Disabled (Only persistent or active connections allowed)
() Forced Offline (Only active connections allowed)

Configuration: |Advanced| v

Ratio 7 [+
Priority Group [
Connection Limit [0—
Connection Rate Limit [
Health Monitors [Inherit From Pool[~]
|IP Encapsulation m

Member 172.16.4.11:80 has a specific monitor assigned: MY-HTTP. Member
172.16.4.12:80 does not have an assigned monitor.

Lab 8: Profiles

Source Address Persistence

Configure a Source Address Affinity persistence profile and assign it to a virtual server
Create a Persistence Profile based on the following:

Local Traffic T Profiles T Persistence t Create
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Local Traffic o —
Network Map it dest_addr
Virtual Servers i hash
Policies msrdp
Senvices
iRules Content
Nodes Protocol r
Monitors SSL
Traffic Class Authentication

Address Translation

Acceleration

Message Routing
Classification

Other

General Properties section:
Name: PR-Source-Add
Persistence Type: Source Address Affinity

Configuration section:

Timeout: Select (check) the Custom checkbox for Timeout and then set Timeout to 30
seconds.

Mask: Click on the Custom checkbox for Mask and specify a network mask of /24. When
complete, click Finished

Local Traffic » Profiles : Persistence »» New Persistence Profile...

General Properties

ame [PRSowceAdd
Persistence Type |Source Address Affinity V|

Parent Profile

Configuration Custom [
Match Across Services O
Match Across Virtual Servers |
Match Across Pools O
Hash Algorithm IWE O
Timeout [Specify...[v] | 30 seconds ¥
Prefix Length [Specify <] [Pva¥] [ 24 ]
Map Proxies ~ Enabled d
Override Connection Limit O

[ Cancel | [ Repeat | | Finished |
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Assign PR-Source-Add to VS-HTTPS

Local Traffic t Virtual Servers t VS-HTTPS t Resources

Local Traffic » Pools : Pool List

Pool List

Statistics

E o 3

F | [Search]
v ‘ | Status ‘  Name ~ Description | * Application ‘ Members | ~ Parition / Path
| Q@ HTTP-POOL 3 Common
00 @  HTTPS-POOL 3 Common l

Load Balancing section:

Default Pool: HTTPS-POOL

Default Persistence Profile: PR-Source-Add
When complete, click Update

Local Traffic » Virtual Servers : Virtual Server List » VS-HTTPS

1+ ~ | Properties Resources Statistics =
J—

Load Balancing

Default Pool [FTTPSPOOL V] ‘
Default Persistence Profile [None | ‘
/Common
Fallback Persistence Profile PR-Source-Add ‘
cookie
Update dest_addr
hash
msrdp
sip_info
iRules source_addr
ssl
Name universal I
1

Local Traffic » Virtual Servers : Virtual Server List »» VS-HTTPS

o + | Properties Resources Statistics

Load Balancing

Default Pool [FTTPSPOOL (V] ’
Default Persistence Profile [PR-Source-Add [ v] ‘
Fallback Persistence Profile None ’
Update

Confirm traffic behavior after persistence

Open a new browser session and connect to https://10.10.4.101.
Refresh the web page five to ten times.

View the pool HTTPS-POOL statistics.
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Statistics » Module Statistics : Local Traffic » Pools
E«

Trafic Summary ~ | DNS v

Local Traffic

Network Memory

Display Options
Statistics Type |Pools
Data Format |Normalized | v
Auto Refresh |Disabled |V | [Refresh
[/Common/HTTPS-POOL |[Search| Reset Searchl [ Bits || Packets || Connections || Requests |
v] l |~| Status f = ‘ 4 Pool |+ Pool Member | * Partition / Path | = In l = out ’ < n ] < Out| + Current | + Maximum ’ < Total | = Total
| Q B HTTPS- Common 587K 211.9K 58 55 0 2 7 0
POOL
O Q 172.16.4.10:443 Common 587K 211.9K 58 55 0 2 7 0
| Q@ 172.16.4.11:443 Common 0 0 0 0 0 0 0 0
O Q@ 172.16.4.12:443 Common 0 0 0 0 0 0 0 0

Wait for at least 30 seconds, and then refresh again the https://10.10.4.101 website again.

Now the web traffic should be load-balanced to another pool member. Confirm this by
refreshing and viewing the pool member statistics.

Statistics » Module Statistics : Local Traffic » Pools

4 - | Trafic Summary ~ | DNS v

Local Traffic

Network Memory

Display Options
Statistics Type Pools v
Data Format [Normalized [v]
Auto Refresh | Disabled [Refresh]

[/ICommon/HTTPS-POOL

|[Search| Reset Search| | Bits

|| Packets ||

Connections || Requests |
124]|Z|Stams}|5|}‘Pool + Pool Member | + Partition / Path | + In ]:om ]: In‘% Out | + Cunent‘: Maximum‘eTotal * Total
O Q B HTTPS- Common 585K 2202K 67 66 0 2 10 0
POOL
O Q 172.16.4.10:443 Common 0 0 0 0 0 0 0 0
O Q@ 172.16.4.11:443 Common 585K 2202K 67 66 0 2 10 0
O Q@ 172.16.4.12:443 Common 0 0 0 0 0 0 0 0

Cookie Persistence

Create a cookie persistence profile and assign it to a virtual server

Create a custom cookie persistence profile named PR-Cookie. When you select Cookie as
the Persistence Type, the Configuration Section appears. Leave all of the settings in the
Configuration section in their default state for now.

Local Traffic t Profiles t Persistence t Create

General Properties section:
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Name: PR-Cookie
Persistence Type: Cookie
When complete, click Finished

Local Traffic » Profiles : Persistence » New Persistence Profile...

General Properties
N [FRoooke x| |
Persistence Type | Cookie [v] ‘
Parent Profile [cookie — [¥] ‘
Configuration Custom [
Cookie Method |HTTP Cookie Insert [ V] (| ’
Cookie Name | O
HTTPONIy Attribute [Enabled [V] O
Secure Attribute [Enabied [V] O
Always Send Cookie O
Expiration +/ Session Cookie ]
Cookie Encryption Use Policy W O
Encryption Passphrase | O
Override Connection Limit 0O

| Cancel | [ Repeat | | Finished |

Local Traffic » Profiles : Persistence

I+ ~ | Services ~ | Content ~ | Persistence Protocol
e ——

Authentication

Message Routing ~ | Other

F x][Searct
|||« Name + Application | ¢ Type + Parent Profile { * Partition / Path
[] PR-Cookie Cookie cookie Common
[J PR-Source-Add Source Address Affinity source_addr Common

Cookie (none) Common

Destination Address Affinity (none) Common

Hash (none) Common ’

Microsoft® Remote Deskiop (none) Common ’

SIP (none) Common ’

Source Address Affinity (none) Common ‘
i ssl SSL (none) Common ’
i universal Universal (none) Common ‘

Assign PR-Cookie to VS-HTTP.
Local Traffic t Virtual Servers t VS-HTTP t Resources

Load Balancing section:
Default Pool: HTTP-POOL
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Default Persistence Profile: PR-Cookie
When complete, click Update

Local Traffic » Virtual Servers : Virtual Server List » VS-HTTP

¥ + | Properties Resources Statistics B}

Load Balancing

Default Pool HTTPPOOL v ‘
Default Persistence Profile [PR-Cockie V] ‘
Fallback Persistence Profile None v l
Update

Donst forget to modify VS-HTTP to include an HTTP Profile and repeat the step above.

Configuration: |Basic LY

Protocol TCP v

Protocol Profile (Client) |tep V]
Protocol Profile (Server) |(Use Client Profile) E
HTTP Profile T~ |

FTP Profile None v

RTSP Profile [Nene™ T¥]

SSH Proxy Profile [None  [¥]

Confirm traffic behavior after persistence
Access and reset the statistics for HTTP-POOL.

On the browser connect to http://10.10.4.100, refresh the screen 5 to 10 times. View
the pool statistics.

All traffic is directed to one member.

Statistics » Module Statistics : Local Traffic »» Pools

% - | Traffic Summary ~ | DNS ~ | Local Traffic Network Memory

Display Options
Statistics Type Pools v
Data Format |Normalized v
Auto Refresh |Disabled | v | [Refresh|
[/Common/HTTP-POOL |[Search| Reset Search|Bits || Packets || Connections || Requests |
IZI‘IzIStatus‘El’APooI = PoolMember’#Paniﬁoanath‘é In {:om |¢ln'¢0ut + Current :Maximwn}:Tota:’:Total
O Q@ & HTTP- Common 951K 4252K 130 128 0 2 19 19
POOL

(| Q 172.16.4.10:830 Common 951K 4252K 130 128 0 2 19 19

| Q@ 172.16.4.11:30 Common 0 0 0 0 0 0 0 0

O Q@ 172.16.4.12.80 Common 0 0 0 0 0 0 0 0
Reset
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Lab 9: Client SSL

Create an SSL Certificate Create
a custom SSL Certificate.

System t File Management : SSL Certificate List t click Create.

System » File Management : SSL Certificate List

£+ - | Data Group File List | iFile List External Monitor Program File List = SSL Certificate List | Apache Ceriificate List

w406 File Object List

g |[Search
|¥/| |~ Name < Contents < Common Name | + Organization |+ Expiration < Partition / Path
[J ca-bundie Certificate Bundle Jan 1, 2030 - Nov 8, 2044 Common
[ default RSA Certificate & Key localhost.localdomain MyCompany  Apr 21, 2027 Common
[] f5-rule RSA Certificate support.f5.com F5 Networks  Aug 13, 2031 Common

General Properties section:
Name: Self-Signed-Cert

Certificate Properties section:
Issuer: Self

Common Name: www.test.com
Division: IT Division
Organization: Test Organization
Locality: Algiers

State or Province: Algiers
Country: Algeria

E-mail Address: Leave blank
Lifetime: 365

Key Properties section: Size 2048
When complete, click Finished
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System » File Management : SSL Certificate List ,» New SSL Cerfificate...

General Properties

I Name | setf-signed-Cert

Certificate Properties
Issuer | Self [v]

' Common Name | wwnw test.com \
Division | IT Division \
Organization | Test Organization \
Locality | Algiers \
State Or Province | Algiers \
Country [Algeria V]| oz ‘
E-mail Address [l ‘
Lifetime 365 days ‘
Subject Afternative Name [ ‘

Key Properties
Security Type Normal
Key Type [Rsa™ V]

Size [2048T<] bits

System » File Management : SSL Certificate List

¥+ -~ | Data Group File List

Iw406 File Object List

iFile List

External Monitor Program File List

SSL Certificate List

Apache Certificate List

E x| Search
EI 4 Name < Contents <~ Common Name < Organization + Expiration | < Partition / Path
[ Seli-Signed-Cert RSA Certificate & Key www.test.com Test Organization May 13, 2018 Common
[] ca-bundle Certificate Bundle Jan 1, 2030 - Nov 8, 2044 Common ‘
[] default RSA Certificate & Key localhost.localdomain MyCompany Apr 21, 2027 Common ‘
[ f5Hrule RSA Certificate support.i5.com F5 Networks Aug 13, 2031 Common ‘

Create an SSL Profile
Create a Client SSL profile called SSL-Client-Profile with clientssl as its parent.

Local Traffic t Profiles © SSL t Client and click Create.
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v ! 4 Name + Contents = Common Name

[ Local Traffic
Self-Signed-Cert RSA Certificate & Key www.test.com

]
Network Map [] ca-bundle Certificate Bundle
Virtual Servers O

defauit RSA Certificate & Key localhost.localdomain
- Policies ] f5-irule RSA Certificate support.f5.com
iRules Content
Pools Persistence
Nodes Protocol
Monitors SSL » | Client @
Traffic Class Authentication Server
Address Translation Message Routing OCSP Stapling
1 Classification
Acceleration oter

Local Traffic » Profiles : SSL : Client

7 + | Services v | Content v | Persistence Protocol

Authentication v | Message Routing ~ | Other

F x| [Search
/|  Name ~ Application * Parent Proﬂe[e Partition / Path
it clientssl (none) Common
[ clientss-insecure-compatible clientssl Common
[ clientssl-secure clientssl Common
[ crypto-server-default-clientss! clientssl Common
[ wom-default-clientssl clientssl Common

General Properties section:
Name: SSL-Client-Profile
Parent Profile: clientssl

Configuration section:
Certificate Key Chain: Add the Self-Signed-Cert created previously
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Local Traffic » Profiles : SSL

General Properties

: Client »>» New Client SSL Profile...

I Name | ssL-Client-Profile
Parent Profile | clientssl v
Configuration: [Basic v Custom [
Certificate Key Chain
Edit || Delete
Proxy SSL O
Proxy SSL Passthrough O

Add SSL Certificate to Key Chain

Cerlificate |Self-Signed-Cert
Key | Self-Signed-Cert | v |
Chain | Self-Signed-Cert | v |
Passphrase ]

OCSP Stapling

[ Add |[ Cancel |

Local Traffic » Profiles : SSL : Client »; New Client SSL Profile...

General Properties

I Name | ssL-Client-Profile
Parent Profile | clientss!
Configuration: |Basic v Custom [
]

Ceriificate Key Chain

Proxy SSL
Proxy SSL Passthrough

I/Common/Self-Signed-Cert.crt /Common/Self-Signed-Cert.key /Common/Self-Signed-Cert crt

| Edit || Delete |

When complete, click Finished
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SSL Forward Proxy: |Basic | v Custom []
SSL Forward Proxy [Disabled[~] Cl
CA Certificate [Select .

CA Key |Select.. V]

Ceriificate Lifespan | 30 day(s)

Ceriificate Extensions |Extensions List... [v]

o

Enabled Extensions
Basic Constraints
Subject Alternative Name

Disable!

Available extensions

Authority Key Identifier

Cerlificate Policies A
CRL Distribution Points

Extended Key Usage

Fresh CRL (a.k a. Delta CRL Distribution Point)

Enable

Ceriificate Extensions List

Cache Ceriificate by Addr-Port O
SSL Forward Proxy Bypass |Disabled v O

| Cancel | [ Repeat | | Finished |

Local Traffic » Profiles : SSL : Client

¥ ~ | Services ~ | Content v | Persistence Protocol

Authentication v | Message Routing ~ | Other

E x] [Searct]
V||« Name - Application | + Parent Proﬂe‘ ~ Partition / Path
[ ssL-Client-Profile clientssl Common

i1 clientssl (none) Common ‘
[] clientssl-insecure-compatible clientssl Common l
[] clientssl-secure clientssl Common ‘
[J crypto-server-default-clientss! clientssl Common ’
[0 wom-default-clientssi clientssl Common ‘

Create a New Virtual Server
Create a new virtual server called VS-SSL with an IP address of 10.10.4.104:443 and assign
pool HTTP-POOL as its default pool.

Local Traffic t Virtual Servers t Virtual Server List, then click Create
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¥y -~ Virtual Server List

Virtual Address List

Local Traffic » Virtual Servers : Virtual Server List

Statistics

[*

| [Search

IZI‘EIStams]AName

O @  VSHTTIP
O @  VSHTIPS

'+ Description = Appiication  + Destination  * Service Port|  Type | Resources < Parttion / Path
10.10.4.100 Standard Edit .. Common
10.10.4.101 Standard Edit . Common ‘

[ Enable | [ Disable |[ Delete... |

General Properties section: Name:

VS-SSL

Destination Type: Standard

Address: 10.10.4.104

Service Port: 443 (or type or select HTTPS)

State: Enabled

Local Traffic » Virtual Servers :

Virtual Server List »» New Virtual Server...

General Properties

Name
Description
Type
Source Address
Destination Address/Mask
Service Port
Notify Status to Virtual Address
State

| vs-ssL

| Standard

| 10.10.4.104

| 443 [HTTPS V]

I Enabled | v

Configuration section:

SSL Profile (Client): SSL-Client-Profile
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Configuration: |Basic V]

Protocol TCP | v '
Protocol Profile (Client) [tcp T ‘
Protocol Profile (Server) |(Use Client Profile) E] ‘
HTTP Profile [None ] ‘
FTP Profile [None  [¥] ‘
RTSP Profile None | v ‘
SSH Proxy Profile |None v ‘
Selected Available
/Common clientssl
SSL Profile (Client) SSL-Client-Profile clientssl-insecure-compatible A
clientssl-secure
crypto-server-default-clientssl
wom-default-clientssl
1

Resources section:
Default Pool: HTTP-POOL
When complete, click Finished

Resources
Enabled Available
/Common
_sys_APM_ExchangeSupport_OA_BasicAuth A
iRules _sys_APM_ExchangeSupport_OA_NtimAuth
_sys_APM_ExchangeSupport_helper v
_sys_APM_ExchangeSupport_main
Enabled Available
Policies
Default Pool H |HTI'P-POOL
Default Persistence Profile |None (v ‘
Fallback Persistence Profile |None v ‘

[ Cancel | [ Repeat | | Finished |

Local Traffic » Virtual Servers : Virtual Server List

Virtual Server List = Viriual Address List | Siafistics

£ 302

§ |[Search
[v] i |~| Status l 4 Name + Description ’ < Application |+ Destination | + Service Port] + Type ' Resources | + Partition / Path
O Q VS-HTTP 10.10.4.100 80 (HTTP) Standard Edit . Common
O 3 VS-HTTPS 10.10.4.101 443 (HTTPS) Standard Edil . Common ‘
| Q@ VS-SSL 10.10.4.104 443 (HTTPS) Standard Edit . Common |

[ Enable | | Disable || Delete... |
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In Web browser of the external client, go to https://10.10.4.104. If prompted, accept the SSL
certificate.

- | O X

g@|e https://10,10.4.104/ P~ X ” O Waiting for 10.10.4.104 x I—l A

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

@ Continue to this website (not recommended).

& More information

g Web-Server /level/15/... %

Web-Server @

Home Exec Configure
Command |
Output

Command base-URL was: /level/15/exec/-
Complete URL was:/level/15/exec/-/sh/run/int/fa0\/0/CR
Command was: sh run int fa0/0

Building configuration...

Current configuration : 115 bytes
]

interface FastEthernet0/0

Iip address 172.16.4.12 255.255.255.0 I

no 1ip route-cache v
speed auto

In the web browser, view the certificate.
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A Certificate L x|

| General—| Details | Certification Path |

: g Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

Issued to: www.test.com

Issued by: www.test.com

Valid from 5/13/2017 to 5/13/2018

Traffic is encrypted from client to the BIG-IP system, but unencrypted between the BIG-IP
and the pool members.

Lab 10: iRules
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172.16.4.10:80

F5.BIG-IP

External Client

_a—
10.10.4.31/24 / 172.16.4.31/24
— -2
N

10.10.4.200/24

172.16.4.11:443

n

!I

192.168.1.31/24

T

PC MGMT -l
192.168.1.10/24 [— /
(T

172.16.4.12:22

ik

/]
| —]

R1 is running HTTP.
R2 is running HTTPS.
R3 is running SSH.

The HTTP traffic initiated by the External Client should be redirected to R1.
The HTTPs traffic initiated by the External Client should be redirected to R2. The SSH
traffic initiated by the External Client should be redirected to R3.
Create pools for application services deployment
In Local Traffic T Pools, create three new pools.
1. Create POOL-1 that contains one member, 172.16.4.10:* (Port is ZAll services®) 2.

Create POOL-2 that contains one member, 172.16.4.11:* (Port is 2All services®)
3. Create POOL-3 that contains one member, 172.16.4.12:* (Port is 2All services%)

Local Traffic » Pools : Pool List

13 ~ PoolList Statistics ]

[ x] [Search]

V|| [~] Status |« Name '+ Description  + Application  Members = Partition / Path y

‘ No records to display. [
L

Creation of POOL-1.
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I Name | POOL-1
Description [
Active Available
/Common hitps_head_f5
Health Monitors gateway_icmp ;nband A
cp
tcp_half_open W/
udp
Resources
Load Balancing Method | Round Robin [v|
Priority Group Activation | Disabled v
® New Node () New FQDN Node C Node List
Node Name: | (Optional)
Address: | 172.16.4.10 x
Service Port: | = * All Services v |
New Members Add
R:1P.0C:0172.16.4.10172.16.4.10 *
[ Cancel | | Repeat | [ Finished |
Creation of POOL-2.
I Name | POOL-2
Description |
Active Available
/Common
Health Monitors m:fp-HTTP A
hitp_head_f5 v
hitps
Resources
Load Balancing Method |Round Robin
Priority Group Activation | Disabled v
(® New Node C) New FQDN Node O Node List
Node Name: | (Optional)
Address: | 172.16.4.11 x
Service Port: | - * All Services | v |
New Members Add
R:1P.0C:0172.16.4.11172.16.4.11 *

| Cancel || Repeat | | Finished |

Creation of POOL-3.
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I Name | POOL-3

Description I

Active Available
/Common
Health Monitors m:fp-HTTF' A
hitp_head_f5 v
hitps

Resources

Load Balancing Method |Round Robin

Priority Group Activation | Disabled v

(®) New Node C) New FQDN Node O Node List
Node Name: | (Optional)
Address: | 172.16.4.12 x
Service Port:| = [* All'Services | v |

New Members Add
R:1P:0C:0172.16.4.12 172.16.4.12 :*

| Cancel || Repeat | | Finished |

Local Traffic » Pools : Pool List

7+ ~ Pool List Statistics

[ |[Search]
vl J '~ Status | « Name * Description  + Application Members < Parttion / Path
O Q@ POOL-1 1 Common
] @  POOL-2 1 Common
] @ PoOOL-3 1 Common

Create an iRule to check TCP port
Navigate to Local Traffic and create an iRule as follows:

Local Traffic t iRules : iRule List then click Create
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@ DNS

@ Local Traffic

Network Map
Virtual Servers
Policies
Profiles
iRules
Pools
Nodes
Monitors
Traffic Class

Address Translation

Local Traffic » iRules : iRule List

|¥| |~ Status « Name
O Q POOL-1
O Q POOL-2
OJ Q@ POOL-3
»| iRule List ©)

Data Group List

iFile List

Statistics

¥+ + | iRule List Data Group List iFile List Statistics
_
F x| [Search
|v| |~ Name * Verification | < Certificate ‘ * Application ‘ * Partition / Path
i% _sys_APM_ExchangeSupport_OA_BasicAuth [° ]| F5 Verified 5-irule Common
i _sys_APM_ExchangeSupport_OA_NtimAuth [* || F5 Verified 5-irule Common
i _sys_APM_ExchangeSupport_helper |“ || F5 Verified 5-irule Common
i _sys_APM_ExchangeSuppori_main |“ || F5 Verified 5-irule Common
i _sys_APM_Office365_SAML_BasicAuth |“ | F5 Verified 5-irule Common
it _sys_APM_activesync " | F5 Verified 5-irule Common
it _sys_auth_krbdelegate |“ || F5 Verified f5-irule Common
i1 _sys_auth_ldap " | F5 Verified 5-irule Common
it _sys_auth_radius |“ || F5 Verified 5-irule Common
i _sys_auth_ssl_cc_ldap |“_1| F5 Verified 5-irule Common

| Add Signature... || Add Checksum.._ || Delete... |

General Properties section:
Name: Rule-For-TCP Definition:

[Page1or2 V] (¥

when CLIENT_ACCEPTED {
if {{TCP::local_port] == 80} {
pool pool1

}
elseif {[TCP::local_port] == 443} {
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pool pool2
1}

When complete, click Finished

Local Traffic » iRules : iRule List »» New iRule...

Properties
I Name Rule-For-TCP
1~ when CLIENT_ACCEPTED {
2~ if {[TCP::local_port] == 80} {
3 pool POOL-1
4 I
S~ elseif {[TCP::local_port] == 443} {
6 pool POOL-2
. 7 %}
Definition 8 1}
[ wrap Text
[ show Print Margin

Local Traffic » iRules : iRule List

7+ - iRule List Data Group List iFile List Statistics |

———
F x][Search
|¥/|| ~ Name = Verification = Certificate I < Application l = Partition / Path

[0 Rule-For-TCP None Common

i _sys_APM_ExchangeSupport_OA_BasicAuth [° || F5 Verified f5-irule Common

i _sys_APM_ExchangeSupport_OA_NtimAuth [* || F5 Verified 5-irule Common

it _sys_APM_ExchangeSupport_helper |"_|| F5 Verified f5-irule Common

it _sys_APM_ExchangeSupport_main " || F5 Verified f5-irule Common

i _sys_APM_Office365_SAML_BasicAuth |~ | F5 Verified 5-irule Common

¢ _sys_APM_activesync " || F5 Verified f5-irule Common

i _sys_auth_krbdelegate ||| F5 Verified 5-irule Common

% _sys_auth_ldap " || F5 Verified 5-irule Common
i _sys_auth_radius |"_|| F5 Verified 5-irule Common ‘
[Add Signature._ | [ Add Checksum.._| [ Delete.__ | [»]

Create a virtual server that uses this iRule:

Local Traffic t Virtual Servers : Virtual Server List then click Create
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Local Traffic » Virtual Servers : Virtual Server List

¥+ + | Virtual Server List | Virtual Address List | Statistics v

P x| [Search
||~ Status ~ Name  Description  + Application + Destination | + Service Port| * Type Resources + Parliion / Path

No records to display.
| Enable | [ Disable || Delete.. |

General Properties section:
Name: VS-For-iRule
Destination: 10.10.1.103
Service Port: *All Ports

Local Traffic » Virtual Servers : Virtual Server List ,» New Virtual Server...

General Properties

Name | vs-For-iRule

Description [

Type | Standard v

Source Address [
Destination Address/Mask | 10.10.4.103 X
Service Port [ [*ANPorts  [v]

Notify Status to Virtual Address | [V

State [Enabled V]

Resources section: iRules:
Rule-For-TCP Default Pool:
POOL-3

When complete, click Finished
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Resources

Enabled Available
/Common /Common
Rule-For-TCP _sys_APM_ExchangeSupport_OA_BasicAuth A
iRules _sys_APM_ExchangeSupport_OA_NtimAuth
_sys_APM_ExchangeSupport_helper v
_sys_APM_ExchangeSupport_main
Down|
Enabled Available
Policies
Default Pool H |POOL-3 .
Default Persistence Profile |None
Fallback Persistence Profile |None

| Cancel || Repeat | | Finished |

Local Traffic » Virtual Servers : Virtual Server List

7+ -~ Virtual Server List | Virtual Address List

Stat

B | Searchi
|| [~ Status |~ Name = Description |+ Application | = Destination | + Service Port | = Type | Resources  + Parttion / Pah
[l Q@ VS-For-iRule 10.10.4.103 0 (Any) Standard Edit .. Common

[ Enable | [ Disable |[ Delete... |

Verify behavior through statistics

Open a new browser session on the external PC and type the URL http://10.10.1.103. The
HTTP traffic should be redirected to the node 172.16.4.10 which is the router R1.

)| @ http://10.10.4.103/

| 2 R1Home Page

Cisco Systems

Accessing Cisco 7206VXR "R1"

Show diagnostic log - display the diagnostic log.
Monitor the router - HTML access to the command line interface at level
0.123456.789.10.11.12.13.14.15

Platform - platform utilities. Send comments to cs-html (below).

Show tech-support - display information commonly needed by tech support.
Extended Ping - Send extended ping commands.

QoS Device Manager - Configure and monitor QoS through the web interface. v
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| @ hitp://10.10.4.103/level/15/exe O ~ B & || @ R1 /level/15/exec/-/sh... X

Home Exec Configure
Command I
Output

Command base-URL was: /level/15/exec/-
Complete URL was:/level/15/exec/-/sh/run/int/fa0\/0/CR
Command was: sh run int fa0/0

Building configuration...

Current configuration : 115 bytes

]

interface FastEthernet0/0

Iip address 172.16.4.10 255.255.255.0 I

no 1p route-cache

speed auto v
duplex auto

View statistics and configuration information in the Pools.

Since the node 172.16.4.10 belongs to the POOL-1, the number of the bits and the packets
is increased.

Statistics » Module Statistics : Local Traffic »» Pools

Traffic Summary ~ | DNS v | Local Traffic Network Memory

Display Options

Statistics Type |Pools

Data Format

Auto Refresh | Disabled [Refreshl

[ | [Search | Bits || Packets || Connections |
?]7 Status [+| ~ Pool | = Pool Member < Partition/Path = In |+ Out +In = Out * Cument = Maximum <+ Total
O
O @ POOL-2 Common 0o 0 0o 0 0 0 0

O Q POOL-3 Common 0 0 0o 0 0 0 0
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Open a new browser session on the external PC and type the URL https://10.10.1.103. The
HTTPs traffic should be redirected to the node 172.16.4.11 which is the router R2.

@ R2 Home Page bt

Cisco Systems

Accessing Cisco 7206VXR "R2"

Show diagnostic log - display the diagnostic log.

Monitor the router - HTML access to the command line interface at level
0.123456.7.89.10.11.12.13.14.15

Platform - platform utilities. Send comments to cs-html (below).

Show tech-support - display information commonly needed by tech support.
Extended Ping - Send extended ping commands.

QoS Device Manager - Configure and monitor QoS through the web interface. v

@ R2 /level/15/exec/-/sh... %
R2 X

Home Exec Configure

Command |

Output

Command base-URL was: /level/15/exec/-
Complete URL was:/level/15/exec/-/sh/run/int/fa0\/0/CR
Command was: sh run int fa0/0

Building configuration...

Current configuration : 115 bytes
]
interface FastEthernet0/0
ip address 172.16.4.11 255.255.255.0 ]
no 1p route-cache
speed auto v
duplex auto
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View statistics and configuration information in the Pools.

Since the node 172.16.4.11 belongs to the POOL-2, the number of the bits and the packets
is increased.

2 - | Traffic Summary - 1 Local Traffic Network Memory
) .

|

Display Options

Statistics Type FE ] v
Data Format INormalized v
Auto Refresh |Disabled [V [Refresh
[ |[Search Bits | Packets Connections

|||~ Status  |4| « Pool Pool Member Partition / Path In Out In Out Current Maximum Total

] Q J POOL-1 Common 0 0 0 0 0 0 0
] I 4 POOL-2 Common 248K 643K 31 27 1 2 5 |
] Q J POOL-3 Common 0 0 0 0 0 0 0

Using Putty, open an SSH session to 10.10.1.103 port 22. The SSH traffic should be
redirected to the node 172.16.4.12 which is the router R3.

3 10.10.4.103 - PUTTY | = | o [

View statistics and configuration information in the Pools.
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Since the node 172.16.4.12 belongs to the POOL-3, the number of the bits and the packets
is increased.

Statistics » Module Statistics : Local Traffic » Pools

¥ + | TraficSummary ~ | DNS v | Local Traffic Network Memory

Display Options

Statistics Type v

Data Format [Normalized [v]

Auto Refresh |Disabled  |[v| [Refresh

[ | |Search| | Bits || Packets || Connections
Elllilstamsyl_?_l‘APool '+ Pool Member + Pariiion/Path | = In |+ Out *In +Out * Curent * Maximum - Total
O Q &2 POOL-1 Common 0 0 0 o0 0 0 0

[l Q POOL-2 Common 0 0 0 o0 0 0 0
O] @ © pooLs Common 135K 94K 32 18 1 1 1]

Lab 11: SNAT

Configure Auto map with Self IP
Add SNAT Auto Map to the virtual server
Local Traffic t Address Translation, SNAT List, then click Create

Address Translation » | SNAT List ©)

SNAT Pool List

| Acceleration :
SNAT Translation
List
Device Management
NAT List
Network Statistics

General Properties:
Name: AUTO-NAT

Configuration section:
Translation: Select Auto Map
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Origin: Address List

Address List: 10.10.4.200, then click Add
Source Port: Preserve

VLAN / Tunnel Traffic: * All

Auto Last Hop: Default

When complete, click Finished

General Properties

I Name | AUTO-NAT
‘ Description [ ’
Configuration
| Translation Automap |V
All Addresses
Origin All IPv4 Addresses
All IPv6 Addresses
Source Port Address List

VLAN / Tunnel Traffic

*All v

Auto Last Hop ’ IDefauIt v
Cancel || Repeat | | Finished
General Properties
Name | AUTO-NAT ’
Description ] ’
Configuration
Translation |Automap |V
Origin | Address List (v ‘
Address/Prefix Length: I 10.10.4.200] X
10.10.4.200
Address List
Source Port |Preserve |V
VLAN / Tunnel Traffic |* All v
Auto Last Hop |Defau|t | v

| Cancel | [ Repeat | | Finished |

Configure SNAT with a Single IP

{v) ‘ 4~ Name = Description = Application ‘ Translation ‘ SNAT Pool | = Partition / Path
"} AUTO-NAT Automap Common
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General Properties:
Name: SNAT-Single-IP

Configuration section:

Translation: Select IP Address: 172.16.4.41
Origin: Address List

Address List: 10.10.4.201, then click Add
Source Port: Preserve

VLAN / Tunnel Traffic: * All

Auto Last Hop: Default

When complete, click Finished

General Properties

I Name | SNAT-Single-1P
Description I
Configuration
I Translation [IP Address[V] | 172.16.4.41
Origin | Address List v
Address/Prefix Length: I 10.10.4.201 X
10.10.4.201
Address List
Source Port |Preserve v
VLAN / Tunnel Traffic * Al v
Auto Last Hop IDefault v

| Cancel | [ Repeat | | Finished |

V| [ 4 Name ~ Description - Application Translation SNAT Pool . * Partition / Path ‘

"t AUTO-NAT ” AAutomap ) ” Common |

[ SNAT-Single-IP 172.16.4.41 Common
Configure SNAT Pool

Local Traffic t Address Translation t SNAT Pool List, then click Create

General Properties section:

Name: SNAT-POOL-LIST

Member List: IP Address: 172.16.4.51, then click Add
IP Address: 172.16.4.52, then click Add
IP Address: 172.16.4.53, then click Add
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When complete, click Finished

General Properties

I Name SNAT-POOL-LIST
Configuration
IP Address: | 172.16.4.53
(Add
172.16.4.51
Member List 172.16.4.52
172.16.4.53
| Cancel || Repeat | | Finished |
v|| ~ Name = Application | = Partition / Path
{"} SNAT-POOL-LIST Common

Navigate to Local Traffic ¢ Address Translation, SNAT List, then click Create

General Properties:
Name: SNAT-POOL

Configuration section:

Translation: Select SNAT Pool and SNAT-POOL-LIST
Origin: Address List

Address List: 10.10.4.202, then click Add

Source Port: Preserve

VLAN / Tunnel Traffic: * All

Auto Last Hop: Default

When complete, click Finished
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General Properties

Name | SNAT-Pool \
Description [ ’
Configuration
1
Translation | SNAT Pool[ v | [SNAT-POOL-LIST  [Vv| ’
Origin | Address List '
|
Address/Prefix Length: | 10.10.4.202 x
10.10.4.202
Address List
Source Port |Preserve v '
VLAN / Tunnel Traffic *All v
Auto Last Hop |Default v
| Cancel | [ Repeat | | Finished |
vl }  Name * Description + Application i Translation  SNAT Pool * Partition / Path ‘
[ AUTO-NAT Automap Common !
] SNAT-Pool SNAT-POOL-LIST Common ‘
[] SNAT-Single-IP 172.16.4.41 Common ‘

From the external client, open a web browser, connect to http://10.10.4.100.
View SNAT statistics, you should see the Auto map used to translate the IP 10.10.4.200.

Display Options
Statistics Type SNATs |9
Data Format |Norma|ized v
Auto Refresh |Disabled |V | [Refresh
[ |[Searchi| Bits i Packets || Connections |
|v/| | ~ SNAT < Partition / Path < In < Out < In < Out = Current | = Maximum | = Total
[0 | AUTO-NAT Common 45.8K 191.8K 70 30 0 4 10 |
[J] SNAT-Pool Common 0 0 0 0 0 0 0
[0 SNAT-Single-IP Common 0 0 0 0 0 0 0

On the external client, change the IP address to 10.10.4.201.
Still from the external client, open a web browser, connect to hitp:/10.10.4.100. View
SNAT statistics, you should see the SNAT single IP used to translate the IP

10.10.4.201.
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Display Options

Statistics Type |SNATs V]
Data Format |Norma|ized v
Auto Refresh |Disabled |V | [Refresh|
[ ||Search| Bits || Packets [ Connections |
[v| lASNAT {ePaniﬁonIPam ‘cln |=Out = In }:om .¢Current|:Maximum|=Total
[0 AUTO-NAT Common 0 0 0 0 0 0 0
[0 SNAT-Pool Common 0 0 0 0 0 0 0
[0 | SNAT-Single-IP Common 36.3K 1535K 55 62 0 4 8 |

On the external client, change the IP address to 10.10.4.202.

Still from the external client, open a web browser, connect to http://10.10.4.100.
View SNAT statistics, you should see the SNAT Pool used to translate the IP 10.10.4.202.

Display Options
Statistics Type SNATS v
Data Format |Normalized v
Auto Refresh |Disabled |V | [Refresh|
[ |[Search| Bits | Packets || Connections |
V! |« sNAT | Pation/Path | <in | <Out | <in cout  + Curent l * Maximum | < Total
[0 AUTO-NAT Common 0 0 0 0 0 0 0
[1 | SNAT-Pool Common 41.2K 1585K 63 71 1 4 9 |
[0 SNAT-Single-P Common 0 0 0 0 0 0 0
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